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Abstract: Steganography is an important strategy in the field of data security. Its pogpose is to hide secret information by
embedding it in a cover image. The quantity of data that can be hidden igla siover image is also very important. Recently, a high
capacity technique called Exploiting Modification Direction (EMD) data hiding im&roduced by Zhang and Wang. In order to enhance
embedding quality, Lee et al. proposed an improved scheme usingahgehata base method. However, both of these schemes use a
fixed equation to calculate and store secret data, so if their encodingléoisrdisclosed, the secure data will be compromised. In this
paper, we propose two kinds of weight-changing evaluation of the higacity EMD data hiding strategy. The major contribution of
these two proposed schemes are their embedding formulas can b@utdideone of them uses the table checking method to change
the weighting evaluation of the high capacity EMD data-hiding strategy, andthiee uses formal high capacity EMD data hiding.
Experimental results show that the proposed scheme not only retamsrigedding capacity and stego image quality of the original
scheme but is also more secure than the LWC-scheme.
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1 Introduction Exploiting Modification Direction (EMD) was
proposed by Zhang and Wang to increase the capacity of
secret information in a cover imagg&[ In the EMD

The internet has become part of daily life. However, manymethod, only one of two pixels is modified. From a

dangers are hidden behind the convenience of the internegpatial point of view, the two pixels can only be in one of

for instance, personal information can be interceptedfive states: shifted upward, downward, left, right, or not
during transmission, modified, and used illegally. The moved at all. Lee al.'s[3] improved EMD is a technique

information must thus be secured. A possible method ighat uses two pixels at a time, and gives both pixels a

stenographic data hiding. In general, an equation is useéixed evaluation value (LWC-scheme). However, there are

to hide secret messages inside of a cover image, called goncerns about the security of the LWC-scheme and
stego image, which can be safely delivered to recipients. Zhang-Wang's scheme; both use fixed evaluation values,

Data hiding focuses not only on security and capacity,S° °Nce their encryption techniques become public, the

but also on imperceptibility and robustness. We focus onS€curity will be compromised. In this paper, we propose
P b y wo high capacity EMD data hiding techniques with

data security and data hiding capacity in this paper. Man)}h . uat lues: th . .
data hiding methods have been proposed. Most dat§hanging evaluation values; the stego images remain

hiding techniques use the least significant bit (LSB)S€cure even if formulas are made public. One of the
position to hide the secret information. In other words, theProposed schemes uses table checking to change the

secret information is converted into a binary bit stream, Veighting evaluation value in a high capacity EMD data
which is injected into the LSB]5,6] .
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hiding system. The other scheme uses a formal equatio

with eight pairs of weighting evaluation values. Coverimage it
The rest of this paper is organized as follows. In ol
Section 2, we review the Zhang-Wang schethepd the s ”T"D‘“ T

LWC schemel]. We introduce the two proposed high
capacity EMD data hiding techniques with changing
evaluation values in Section 3 and Section 4, respectively
We present the experimental results and compare them
with the LWC-scheme in Section 5. Finally, the
conclusion is given in Section 6.

Caleulate f. I -]| Adjust (XY} I Slegoimage/L

Fig. 1: Procedure of data hiding i3]

2 Review of Data Hiding Technology based pixels (e.g. X and Y) as well as the Zhang-Wang scheme.
on EMD method Let fo be the extraction function that defines the

weighting value using the value of the first pixel times 1
Many data hiding techniques have the problem ofand using the value of the second pixel times 3. The two
balancing image distortion and data hiding capacity. Thisnumbers are then summed and modulo 8 is performed to
problem was solved by Zhang and Wang's EMD dataget a remainder which can be a reference pointer for the
hiding theory which provides higher data capacity andsecret codes. This is different from the first EMD
higher PSNR (above 50dB). In this section, the extraction functiorff]The extraction functionfe and
Zhang-Wang schemg[ and the LWC schem&] are  hiding procedure are shown in EZ)( and Figl,
discussed in detail. respectively.

fo(X,Y) = (1x X+3xY) mod 8 )
2.1 EMD Data Hiding Scheme

The EMD method uses directional modification of data 2.2.1 Embedding the Secrete Information s by Using
hiding. Secret information is injected into a group of High Capacity EMD

cover image pixels as a series of binary codes, so the ) ) o
group has n pixels and the binary code is injected into!n the LWC-scheme, the high capacity EMD data hiding

(2n + 1)-ary. During the EMD data hiding procedure, procedure can be divided into three steps as shown.
pixels of cover image are listed 88, 0p,...,Gn, Wheren gy pair up all the pixels in the cover image.
represents the number of pixels in a pixel group. BeforeStepz.Substitute each pair of,(Y) into Eq.0)

the hiding procedure, the pix_els are converted into aStep3.Adjust)(<,Y) such that the secret message by using
(2n 4 1)-ary structure; for instance, a group of following relationships:

(1111101110010123 is converted into 83021141325 (Al-1)LetX — X andY' =Y, whens = fe(X,Y).

5-ary structure (two adjacent pixels are selected as a / /
group). For the conversion and pixel group, we defined ~(Al-2)LetX =X+ 1 andY =Y, whens= fe(X +

the extraction function as: LY). , ,
n (Al-3)LetX =X —1andY =Y, whens= fg(X —
(01,02, = [ (6] mod (2n+1) (1) LY). ,
i= (Al-4)LetX =XandY =Y +1, whens= fe(X,Y +
whereg; is the value of the pixel andn is the number 1). ,
of pixels. For example, whehis equal to 2, two pixels, (Al-5)LetX =X andY' =Y —1, whens= fe(X,Y —
01 andgp, are considered. Therefore, the extract function 1).
is f(91,92) = 1x g1 +2x g2 mod 5. However, the EMD (A1-6)LetX =X +1andY =Y +1, whens= fo(X +
method has a drawback - the best hiding bit rate is in 5- 1Y +1).
ary. Whenn is increased, the number of pixels in a group Al-7)LetX =X +1andY =Y —1. whens= f.(X
increases, and the hiding bit rate decreaggs [ ( 1 \)(_ 1), + ' e(X+
(A1-8)LetX =X —1andY =Y +1, whens= fe(X —
LY +1).

2.2 The Data Hiding Procedure with High
Capacity EMD
2.2.2 Extracting Secret Information s using High
Lee et al.[3] first converted secret data from the binary Capacity EMD
array to 8-ary, i.e., this changes the data hiding capacity
from 1 bit to 3 bits. For pixels, they only use two adjacent There are three steps for extracting hidden information:
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Stepl.Pair up the disguised pixels in the stego-image.
Step2.0btain th&' function by substituting each pair of
(X',Y') into the fe extraction function.

F = (1xX +3xY)mod8&

Step3.Convert the value of F’ into a secret message in thi
original binary form.

Teate
Random
Seed:0 =7

Cover Image

1

Pixel pair (<Y} i seed

i to decision
weighting
parameter @k

Caleulate £

S

i=seed

T

3 Improved Version of High Capacity EMD
Hiding Technique with L ookup Table mesenge

The original EMD[7/] and improved EMDg] methods

both use a change of weighting value along with modulo
to find a proper position for any point in the surrounding
area. The weighting value of the LWC-scheme extraction
functions is similar to that of the Zhang-Wang scheme;
both are fixed which makes them vulnerable to crackers

Fig. 2: Procedure flow of data hiding

In order to strengthen security, we now propose twoRequest &b,

improved schemes which use an adaptable hidin

technique in Sections 3 and 4.

3.1 The Formal form of Improved High
Capacity EMD Hiding Technique

d;equest 2+b mod8+#£0,

equest 3a+b) is divisible by 2,
Request 4.gq@,b) = 1 anda+b < [&] =4,

then the coefficient pair(a,b) satisfies fs = a x X
b x Y mod 8. That is to say, there are 8 coefficient pairs:
(1,3), (1,5), (7,3), (7,5), (3,1), (5,1), (3,7), and(5,7),

We introduce a strategy that improves the security of highwhich can be used ifiy = a x Xb x'Y mod 8.

capacity EMD hiding. The extraction function fs (X,Y) is

similar to that of the LWC-scheme shown as in Bjj.(
fs(X,Y) = (ax X+bxY) mod 8 (3)

Proof. Let setS= {0,1,2,3,4,5,6,7} and setA = {a+b,
a—b, —a+b, 0,—a, —b, a, b}. The symbolA| represents
the number of valid elements in s&t According to the

where each pa|('X,Y) represents the neighbor pixe|s four requests, we can find out the fOIlOWing results.

X andY. Then, we adjust the value of or Y with the
secret data s using the following relationships:

/! /

(R-1)Let X = X and Y =Y, when
do = (s— fs(X,Y)) mod 8.
(R2)let X' = X +1 and Y =Y, when

di =a=(s— fs(X,Y+1)) mod 8.

(R-3)LetX =X —1andY =Y, whend, =8—a= (s—
fs(X—1,Y)) mod 8.

(R-4)Let X = X and Y =Y + 1,
dz=b=(s—fs(X,Y+1)) mod 8.

(R-5)LetX’ =X andY’ =Y —1, whend; =8—b = (s—
fs(X,Y —1)) mod 8.

(R-6)LetX =X +1andY =Y +1, whends =a+b=
(s— fs(X+1,Y+1)) mod 8.

(R-7)LetX' =X+1andY' =Y —1,whends =8+a—b=
(s— fs(X+1,Y—1)) mod 8.

(R-8)LetX =X —1andY' =Y+1,whend; =8—a+b=
(s—fs(X—1,Y+1)) mod 8.

In other words, given the coefficient pda, b), we can get

the modified data paifX’,Y’) with the secret data by

using the relationship from (R-1) to (R-8).

when

1.If a= b, then the pairs of seB = {(a,b)} = {(1,1),
(2,2),(3,3),(4,4),(5,5), (6,6), (7,7)} cannot be used
in f5(X,Y). Therefore|B| =7.

2.If a+bmod 8= 0, i.e.,a= —b mod 8, then the pairs
of setC={(a,b)} ={(1,7),(2,6), (3,5),(4.4), (5,3),
(6,2), (7,1)} do not satisfyfs(X,Y). Therefore|C| =
7,i.e., there are 7 pairs in this case.

3.If (a+ b) is not divisible by 2, the paifa,b) cannot
generate 24, or 6 usingfs(X,Y). For example, when
(a,b) is equal to(1,2), element 4 is not in seé&. There
are 24 pairs in this case.

4.Finally, if gcda,b) is not equal to 1, then element 1 is
not in set A. Hence, there are 4 pairs in this case.

To sum up the four requests above, there are only 8 valid
pairs of coefficients, i.e(1,3), (1,5), (7,3), (7,5), (3,1),
(5,1), (3,7), and(5,7), such thatfs = ax X + b x Y mod

8.

Consequently, we use seeds to decide the weighting
value. A random weighting value is used to check the
modulo table to determine which way to change the pixel
pair (X, Y) in the cover image. Our embedding flow chart

Theorem 1. If the (a,b) coefficient pair can satisfy the and 8 way adjustment table, are shown in Figsnd 3,

following four requests:

respectively.
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R B R EY B Xew Y4B | XoV+p | XtaYop | | Xta ¥ | XtaY | X+aY+B
o | 1 tjo | 7s|o|3]3]o]s
X-aY XY X+aY XY-f XY XY+
4| s |66 | s |a]a] 7] 2]2]7]34
(2) Seed=0,ab)=(13)  (c)Seed=2.(ab)}=(73) (e)Seed=4(ab)=(3.1) (¢).Seed=6.(ab)=(5.1) XY-B | Xta. Y-p X-0.Y | X-a. Y+
a s |66 | s |a]a|7]2)2]|7]|2
(a) For the seed from 0 to 3 (b) For the seed from 4 to 7
o | 1 tlo |7 s|o|3]3]o|s
2|3 | 4ala ]3| 2]6 ]| 1] 4a]al] 6
©)Secd=L@DH(1S)  (DSeedB@H=(15) (OSeed=S@H=ET) (1) Seed=T.@b=(5.7) Fig. 4: Weighting valuesx andf3 in modulo table

Fig. 3: Weighting parameters with different pgarb)

channel. Hence, it will consume spaces for storage and
bandwidth during transmission. Now, we modify these
3.2 Embedding the procedure additional eight tables to condensed into two
characteristics tables shown in Hg.(a) and (b),
In order to improve this scheme, an efficient algorithm will respectively. The detailed relationship betwéeng) and
be proposed in this subsection. Some notations are definesked is shown in the Table Specifically, each seed also
to assist our introduction of the proposed scheme. has a corresponding weighting valge b), and (a, 3).
Algorithm FIER scheme (Embedding Algorithm for  Finally, the relationships between all the corresponding
Formal form of Improved High Capacity EMD Hiding values are shown in Table

Scheme with Relations): . From Fig4 (a) and (b), the EMD method picks a pair

Input: The cover imagdc_rier and the binary secret of pixels, and gets the remainder by passing the pair
dataM . through modulo to find the value in the surrounding area.
Output: The stego-imagésrier For the modulo table, all of them use the difference 0 as

the center, then the different weighting value generalized
function includinga andp is designed to match the Fij.
condition. Furthermore, we can simplify the relationship
between(a,b) and (a,B) in Table1 by using Algorithm

1.

Step 1.Pair up the pixels in cover imalge r|gr.

Step 2.Choose a random number seed to deeids.

Step 3.0Obtain thes values by substituting each pair of
(%i,X+1) into EQ.Q3).

Step 4Compards values and secret daga
If sis equal tofs(x;,%+1), then the stego pair of pixels
(¥isYir1) = (X, Xis1)- o Algorithm 1
Otherwise, the pair of pixelgy;,y,,;) will to be  npyt: aandb
modified by using the coefficient paig,b) and the  oytput: o andp

relationships from (R-1) to (R-8). If (a+b) mod 4= 0, then

For instance, we first obtain a pair of pixel values If [2§2] =0, thena =1andB =1,
(X,Y) = (100,113). The seed is 2, i.e(a,b) = (7,3), Elsea = —1andf = -1,
and secret data= 6. After we substituté100,113) into Else ifa<b, thena =1andfB = -1,
the extraction functionfs, we obtain fs = 7. The Elsea = -1 andp =1.

differenced = (6 — 7) mod 8= 7. According to Fig3(c),
we can quickly obtain the resulX + 1,Y) when the

difference is T—1 mod 8= 7) ands = 2; in other words, Ee(;cc’jw’d we %roviQe an exampclje tk? explain  the
we can get this stego pixel paif101113) from embedded procedure in our proposed scheme.

(100,113) with Fig.3(c). Example 1. If the secret data is= 6 and there is a pixel
pair(X,Y) = (190, 143) with a seed of 2. Therefore, we get
the stego pixel paif191 143) with the following steps.

4 The Formal Improved High Capacity EMD

Hiding Technique Step 1.Using Algorithm 1, we can find out weighting pair
o = —1 andB = 1 when the seed = 2 an@,b) =

The main idea of improved version of the high capacity  (7,3).

EMD scheme (shown in section 3) is using a look-up Step 2.Calculate the differen&between the secret data

table quickly get the changed pixel from hidden image, s = 6 and fs when the pixel pair(190,143) is

and also quickly get the secret information during  substituted into the extraction functiorfs. I.e.

extraction. However, the drawback of this scheme is the D= —1 mod 8=7 mod 8=7.

need for additional storage of eight tables. In order toStep 3.Substituter and 3 into Table1, so (190,143) is

extract the secret message successfully, these additional transformed into(191 143) such thatfs(191 143) =

tables must be transmitted to the receiver by a secret s=6.
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Table 1: Relationship of generalized equation
Difference Seed: 0~ 3 Seed : 4~ 7
d=s—fs(X,Y) X ’ X Y
d=s—fs(X,Y)=0 X =X Y =Y X =X Y =Y
d=s—fs(X,Y)=1 | X =X+a | Y =Y X=X |Y=Y+p
d=s—fs(X,Y)=2 | X =X—a | Y =Y+B [ X =X+a | Y =Y-8
d=s—fs(X,Y)=3| X=X [Y=Y+B [ X =X+a | Y=Y
d=s—fs(X,Y)=4 | X =X+a | Y=Y+ | X =X+a | Y =Y+
d=s—fs(X,Y)=5| X=X [Y=Y-B[X=X-a]| Y=Y
d=s—fs(X,Y)=6 | X =X+a | Y=Y—B [ X =X—a | Y =Y+
d=s—fs(X,Y)=7 [ X =X—a | Y =Y X=X |Y=y-p
Table 2: Relationship betweea and
Seed 0 1 2 3 4 5 6 7
(ab) | (1.3) | (15 | (7.3) | (7.5 | 31 | 37) | (51 | (57)
A 1 1 -1 | -1 1 1 -1 | -1
B 1 -1 1 -1 1 -1 1 -1
Table 3: The Formal Form of Extraction Function
X—(—)[F.a X—(—l)L%JL#J.a
Y+ (-l Y- (1— =8y (—)-1)) . X+a,Y+p
X+ 1= ) ()T 1FD.a X—1- ) ()t 1%D.a
Y= o)l XY Yo [=d). ()l
X+ =)~ X+ (-D)F ] a
Y4+ [ ) ()FD.B Y- (-)IF.p

4.1 Formal Version of High Capacity EMD
Hiding Technique

Step 4.0btain thefs values by substituting each pair of
(X, %i+1) into Eq.Q).
Step 5.Compute the difference d between the value

In order to get the formal form of extraction function

fs(X,Y),

we combined different

seeds and

relationship betweeo andf3 as shown in Tabl&.
For example, when the seed is 6, the valuexadnd
B are—1 and 1, respectively. The results are the same agxample 2. If secret datas = 5 and pixel pair

Table4.

the

fs(Xi,xi+1) and secret dates. If s is equal to
fs(Xi,%i+1), the pixel pair(yi,yit1) equals(X,%i+1).
Otherwise, the pair of stego-image pixelg,Vi+1)
will be found by using the TablB andd.

(X,Y) = (120,223) with seed of 6, then the stego pixel
pair is(120,222) by Algorithm FHCEMD-scheme.

Step 1.Using Algorithm 1, we fino, ) = (—1,1) when
the seed is 6 and weighting p&a,b) = (5,1).

) . . Step 2.Calculate the differendebetween the secret data
Algorithm FHCEMD-scheme (Embedding Algorithm andf(120,223) = 7. l.e.d = (s— fs) mod 8= 7.

for Formal form of Improved High Capacity EMD Hiding Step 3Substitutel = 7, o = —1 andf = 1 into Table5,
Scheme): so (120223) is shifted to (120,222 because
fs(120222) = s=6.

4.2 Embedding Procedure

Input: The cover imagéc_rHcemp and the binary secret
dataM

Output: The stego-imagés_rHcemp

Step 1.Pair up the pixels in cover imalge FHcemp-

Step 2.Choose a random seed to deterr(énke).

Step 3.Follow Algorithm 1, using the random seed to The experimental results and security analysis were
calculate the coefficients and. implemented in Matlab on a PC having an Intel(R)

5 Experimental Results and Security analysis
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Table 4: Shifting of X andY whena = -1,8=1
X+LY+1 [ X Y+1 [ X-1Y+1
X+1Y X, Y X-1Y
X,Y-1| X-1Y-1

WhereM and N represent the length and width of the
image. | (x,y) and1'(x,y) denote the cover image pixel
value and the stego image pixel value at positrry)),
respectively.

We also compared the improvement in storage space.
The first improved version of EMD (in section 3) uses
table checking to find the data hiding strategy quickly.
However, the drawback of this strategy is that extra space
is required to store several tables. The formal EMD
scheme does not require extra space (in section 4).

5.2 Security analysis

In this subsection, we focus our discussion on the
enhanced security features of the proposed scheme.

For the LWC-scheme, fixed coefficients are used in
the extraction function. Therefore, it does not provide any
security mechanism against disclosure when the
embedding procedure is made public.

In order to increase security, we propose the
parameters of the extraction function can be modified
during the hiding procedure. The parameters change rates
are 131072 (>1212) times during the hiding procedure.
Therefore, only knowledge of the seed can recover the
Pentium(R) 4 30GHz 299GHz CPU and 2GB of secret data from the stego image because these
memory running Windows XP Professional. Eight parameters for determining are dependent on the seed
common standard grayscale test images (Airplaneselection. The algorithm specifics of our proposed scheme
Baboon, Boat, Elaine, Gold Hill, Lena, Pepper and can be openly publicized while the LWC-scheme cannot.
Tiffany shown) were extracted from the USC-SIPI image  Finally, the functionality of the proposed scheme is
databasef]. The processed cover images (51812) are  compared with LWC-scheme, and we summarize the
shown in Fig5. Both schemes still retain the same high comparisons in Tablé.
capacity as the LWC-scheme.

Fig. 6: Stego image

6 Conclusion

5.1 Experimental Results Two kinds of weight changing of high capacity EMD

Here, we compare the stego-image’s quality betwee schemes were proposed and implemented. One uses table
LWCischeme and our proposed scheme in Table rEheckl_ng to change the weighting evaluation of a high
howind th rforman f the or d schem icapacny EMD scheme and the other uses a formal form
showing he periormance ot the proposed scheme 13, implement the high capacity EMD data hiding scheme.

similar to that of the LWC-scheme. The Peak Signal to - :
Noise Ratio (PSNR) is used in this paper to evaluateTWO proposed schemes improve the security of EMD.

image quality. The PSNR of a gray level image is defined

as Eq.¢). Acknowledgement
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Table 5: Comparison of PSNR values betwe&phdnd our proposed scheme  Unit: dB
Airplane | Baboon| Boat | Elaine | Gold Hill | Lena | Pepper| Tiffany
LWC-schemeg] 50.16 50.17 | 50.17 | 50.18 50.17 50.17 | 50.18 | 50.16
Our scheme | 50.17 50.16 | 50.18 | 50.17 50.17 50.17 | 50.17 | 50.17
Our scheme 11 50.17 50.16 | 50.18 | 50.17 50.17 50.17 | 50.17 | 50.17

Table 6: Functionality comparison table

Functionality LWC-schemeB] | Our proposed scheme(l) Our proposed scheme(ll
Algorithm can be public No Yes Yes
The Extraction function’s parameters Fixed Random Random
Embedding method
(Extraction function) Lookup table Lookup table Formal Form
Embedding Capacity 1.5 bpp 1.5 bpp 1.5 bpp
Average PSNR 50.17 dB 50.17 dB 50.17 dB
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