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Abstract: At present most privacy preserving algorithms based on I-divensigiel are limited only to static data release. It is low
efficiency and vulnerable to inference attack if these anonymous algsriine directly applied to dynamic data publishing. To address
this issue, this paper analyzes various inference channels that passgilpetween multiple anonymized datasets and discusses how
to avoid such inferences and provides an effective approach toebpamonymize a dynamic dataset based on incremental clustering:
incremental I-diversity algorithm. Theory analysis and experimeniteshow that the proposed method is effective and efficient.
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1 Introduction algorithm is reluctant to background knowledge attack
and homogeneity attack. Machanavajjhala et a0 [
Rapid development in Internet, data storage and datg@roposed |-diverse anonymity model, which requires each
processing technologies enables organizations to colleactquivalence class contain at least | “well-represented”
individual privacy information for research purposes. Forvalues for the sensitive attribute and can effectively
example, a hospital may release patients’ diagnosigprevent background knowledge attack and homogeneity
records so that researchers can study the characteriftics attack. However, most current [-diverse anonymity
various diseases. However, if individuals can be uniquelymethods based on generalization and suppression
identified in the released data then their privatetechniques suffer from high information loss mainly due
information would be disclosed. Releasing data abouto reliance on pre-defined generalization hierarchies or
individuals without revealing their sensitive informatio total order imposed on each attribute domain so that the
is an important problem. To avoid the identification of released dataset is low utilityl]]. Moreover, most
records in released data, uniquely identifying informatio I|-diverse anonymity methods are limited only to static
like names and social security numbers are removed frontlata release, which assume that the entire dataset is
the table. However, this first sanitization still does not available at the time of release. In many applications data
ensure the privacy of individuals in the data. collection is rather a continual process, which means that
Anonymization provides a relative guarantee that thenew data are collected and added, and old data are
identity of individuals cannot be discovered. In recentupdated or purged. Processing a large dataset to achieve
years, a new definition of privacy called k-anonymity has I-diverse anonymity is time-consuming and vulnerable to
gained popularity. The k-anonymity model, proposed byinference attack if we simply re-anonymize the entire
Sweeney 1, 2], is a simple and practical dataset without considering previous releases of the
privacy-preserving approach and has drawn considerabldataset. For this, Byun et all?] proposed an approach to
interest from research community, and a number ofsecurely anonymize a continuously growing dataset by
effective algorithms have been propose8-9]. The means of postponing data release. Xiao et aB3] [
k-anonymity model ensures that each record in the tableleveloped a new generalization principle named
is identical to at least k-1 other records with respect to them-invariance that effectively limits the risk of privacy
quasi-identifier attributes. Therefore, no privacy radate disclosure in re-publication, but it needs to insert some
information can be inferred from the k-anonymity fake records to some extent, which has bad effect on data
protected table with high confidence, but k-anonymity analysis. Wu et al.14] proposed an important monotonic
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generalization principle that effectively prevents pcya Table 2: Anonymized table of table 1.
breach in re-publication. However, these methods don't| Race Birth Sex | Zip Disease
consider the background knowledge that the attackersg Plack 1965 | F 02147 gastric ulcer
gained, so the privacy disclosure is unavoidable. To b:ac:: 1822 EA ggig* dyspepsia
address these issues, we analyze the inference channel Izgk 1066 | M P Effﬁcmhﬁga
existing between the anonymized tables in the application _ . .

. d . : ) white 1968 F 0213 flu
of dynamic data releasing while incorporating the | ... 1968 F 0213* cancer
attackers’ background knowledge, and discuss how t
avoid these inference attacks. Furthermore, we develop a
novel I-diverse anonymity algorithm based on incremental
clustering techniques. Extensive experimental results
show that our method is practical and effective. 2.2 |-Diversity

The rest of this paper is organized as follows. In Since k-anonymity algorithm is reluctant to background
section 2, we introduce the related concepts. In section 3knowledge  attack and  homogeneity  attack,
we present our method of |-diverse anonymity based orMlachanavajjhala et al1p] proposed I-diverse anonymity
incremental clustering techniques. In section 4, wemodel, which requires each equivalence class contain at

analyze the performance of our method through extensiveéeast | “well-represented” values for the sensitive
experiments. Section 5 contains the conclusions andittribute. As a simple and direct interpretation, |-dieers
future work. anonymity means that each equivalence class contains at

least | different sensitive attribute values. For example,
table 2 is also a 2-diverse table of table 1.

2 The related concepts

2.3 mrInvariance
2.1 k-Anonymity
Xiao et al. [L3] proposed a new generalization principle
named m-invariance that effectively limits the risk of

In order to preserve privacy, Sween roposed the . . ; L .
P n Y € prop privacy disclosure in re-publication. An anonymized table

k-anonymity model which achieves k-anonymity using X, ~* . : . : ;
generalization and suppression techniques, so that, an% (i) (1 < j <) is munique, if each equivalence class

individual is indistinguishable from at least k-1 other sne IthT (J)'colntalns ?t Iear.:m retaqfrfds, atnd all Fthe rec?rds I?I'h
with respect to the quasi-identifier attributes in the € equivalence class have ditierent sensilive values. -ihe

released dataset. For example, table 2 is a 2-anonymoJ§t'°nale ofmrinvariance is that, if a recordis published

table of table 1. Generalization involves replacing a Valueseveral times, and all its generalized hosting equivalence

with a less specific but semantically consistent value. ForClasses must contain the same sensitive values.

example, the date of birth could be generalized to a range

such as year of birth, so as to reduce the risk of )

identification. Suppression involves not releasing a value2.4 Incremental clustering

at all. In recent years, numerous algorithms have been

proposed for implementing k-anonymity via Clustering is the problem of partitioning a set of objects
generalization and suppression. Usually, the record grounto groups such that objects in the same group are more
that contains the same quasi-identifier attributes value isimilar to each other than objects in other groups with
called an equivalence class. For example, record 1 andespect to some defined similarity criteria. Large amounts
record 2 in table 2 constitute an equivalence class, recordf data are created everyday for various purposes. They
3 and record 4 too. dynamically change because modifications such as
insertion or deletion might occur over time. However,
traditional cluster analysis focuses on static datasets in
which objects are kept unchanged after being processed.

Table 1: Original table. When the dataset is modified, the previously learned

Name Race Birth Sex Zip Disease .

Alice black 1965318 | F 02141 | gastric ulcer patterns have to be updated accordingly. .In the case that

Helen | black | 1965-5-1 | F 02142 | dyspepsia modifications occur frequently, re-clustering the whole

gagid g:aCt 1822_3_12 m gigg Eneumh_cz_nia dataset from beginning is not a good choice, especially

[o] ac - (- ronchitis H H

Jane white | 1968-3.20 | F 02139 | flu when the pumper of_ thg Qata objects is large anq the

Paul white | 1968-4-1 | F 02138 | cancer out-of-service time is limited. Incremental clustering
algorithms, which only update the clusters that are
affected by the changed data, are therefore highly
desirable.

@© 2013 NSP

Natural Sciences Publishing Cor.



Appl. Math. Inf. Sci.7, No. 5, 2055-2060 (2013)www.naturalspublishing.com/Journals.asp NS 2 2057

16

3 L-diversity algorithm based on incremental individuals in equivalence clags S(e) be the set of
clustering sensitive attribute values in equivalence casédle say
that there exists an intersection attack betwagande;,

To describe our algorithm, some concepts are defined iff there existgy € Tix,g; € Tjx so that the number of
the following. For simplicity, only the case of records Sensitive attribute values iy = I(ej) N (ex) is greater
increment is considered. Firstly, we present the formalthan zero and less thian

definition of inference channel in incremental data

release. Secondly, we analyze the potential inference

attacks in the process of data anonymization. Finally, we3-3 Inference check

discuss the scheme on preventing the inference attac
and present an incremental I-diversity algorithm based o
incremental clustering.

ﬁéor the inference attacks existing between different
equivalence classes, the methods we used ensure that all
the equivalence classes not only satisfy thaiversity
requirement, but also hold the property rofinvariance,
which is named incrementéddiversity anonymity, that is

3.1 Inference channel to say, each equivalence class has the same sensitive
attribute values set before and after update, therefoee, th

Inference channel existing between different equivalencgnference attacks maybe avoidable. More details are
classes is the primary reason for privacy disclosure. FOescribed in the next section.

this, we give its formal definition in the following.

Definition 1 (Inference channe). Let
T(Ql1,Qlz,...,.Qln,S) be an original table, where 34 Candidate equivalence class
QIl1,Qlz,....Qlnis  the quasi-identifiers andSs the
sensitive attribute. L&T;,AT,,... be the incremental data To ensure our algorithm satisfy the property of
table. Assuming thaT; is a table released at timeve  m-invariance, we define the concept of candidate
denotdy =T, T, =Ty + ATy, ... Th = Tho1 +ATh-1, and  equivalence class as follows.
the corresponding anonymized table Tisk, Tox, ..., Tox. Definition 4 (Candidate equivalence clags Let
We say that there exists an inference channel betWgen Tx = {e),e,...€,} be an anonymized table, be an
and Tjx if there are two integer$, j(i # j) so that a added records.s denote the sensitive attribute value for
sensitive attribute value can be inferred with a highrecord, S(e) denote the set of different sensitive attribute
confidence by comparings andT;* together. values. Then, the candidate equivalence class for racord

with respect to the anonymized tafle is defined as:

3.2 Inference attacks Cr ={elec Tx,rsecSe)}. (1)

We assume that the attacker keeps track of all the releaseg 5 Information loss metric
tables. That is to say, the attacker possesses all the’

released tables. We also assume that the attacker grasgfe information loss is a very important problem for data
the particular individual information (sensitive attrtbu anonymization algorithm. In this section, we describe the
value not be included) and he has the knowledge of whqnformation loss function for our algorithm to achieve
is and who is not contained in each table. The following|_gjversity based on incremental clustering techniques. In
inference attacks possibly exist. a microdata set, there are two types of data: numeric and
Definiton 2 (Difference  attackl. ~ Let  categorical data. Therefore, we need different distance

Tix = {@1,@2,...emfand Tjx = {ej1,€j2,...€jn} be the  fynctions to measure numeric data and categorical data
set of equivalence class belonging to the released tables géspectively 11].

time i and time j respectively, and(e) be the set of Definition 5 (Information loss). Let e = {ry,...,r¢}
individuals in equivalence clags S(e) be the set of pe g cluster where the quasi-identifiers consist of numeric
sensitive attribute values in equivalence otast/e say  attributes Ny,..,Ny, and categorical attribut€s, ...,Cp.
that there exists a difference attack betwegrande;; if | et T, be the taxonomy tree defined for the domain of
there existex € Tixg) € Tjxandk C € so that the  categorical attribu@. Let MINyand MAXy, be the min
number of  sensitve  attribute  values in and max values ie with respect to attributd, and let_,

S = S(ej1) — S(ei) is greater than zero and less tHan  pe the union set of values mwith respect to attribu@.
that is to say, the attack can infer the individual’s sewsiti  Then the amount of information loss occurred by

attribute value with a probability greater thafi 1 generalizing, denoted byL (e), is defined as:
Definition 3 (Intersection  attack). Let
Tix = {@1,62,...am}and Tjx = {ej1,€j2,...e)n} be the || o _|a. i (MAXy —MIN; ) wi AU, ))
set of equivalence class belonging to the released tables at() @ (izlﬁz,_,vm ' INi| +j:1§,,,n Y )
time i and time j respectively, and (e) be the set of 2)
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where|¢g| is the number of records i |N;| represents the 4 Experimental results

size of numeric domaimN;, w; represents the weigh of

attribute Ni, A(Ug;) is the subtree rooted at the lowest The main goal of the experiments was to investigate the

common ancestor of every valuelif;, andH(T) is the ~ performance of our algorithm in terms of privacy

height of taxonomy tre@. disclosure, information loss and execution efficiency. To
Definition 6 (Total information loss). LetE be the set ~ accurately —evaluate our algorithm (denoted by

of all equivalence classes in the anonymized tibldhen  incremental I-diversity algorithm), we compared our

the amount of total information loss & is defined as: implementation with two other methods. The one is using
the |-diversity  algorithm based full-domain

Total — IL(T") = S IL(e. 3 generalization 3] re-anonymize the entire dataset

() egE (¢ 3 (denoted by I-diversity algorithm 1), the other is using the

same algorithm anonymize the incremental section
(denoted by I-diversity algorithm 2).

3.6 L-Diversity algorithm based on incremental
clustering 4.1 Experimental setup

Based on the above concepts, we propose a newWd our experiments, we adopted the publi_cly availa_ble
-diversity algorithm based on incremental clustering dataset, Adult Database, from the UC Irvine Machine
technique for incremental data release with low Learning Repository, which is considered a de facto
information loss and high execution efficiency. Our benchmark for evaluating the performance of
algorithm includes three steps, as is shown in the@nonymization algorithms. We also used a configuration

following. similar to [3], using nine of the attributes, as shown in
Firstly, insert the independent I-diverse equivalencel@Ple 3, and eliminating records with unknown values.
classes into the previous anonymized table. The resulting dataset contains 45,222 records. We

Secondly, process the rest records by their Candidat&or@dered{age, gender, race, education, marital status,

equivalence classes subject to lower information loss, ~ Natvé country, work class, salary —clgssas
Finally, divide the larger equivalence classes if no guasi-identifiers, and occupation attribute as sensitive

. attribute, which has 14 different sensitive attribute eslu
mferencg cha?nnels are g_enerated. . About 30K records were randomly chosen as the
. Algorithm: I.-D|ver3|ty algorithm  based  on experimental dataset, half of which as the initial dataset,
incremental clustering . the rest as the incremental data.

Input: a releasable datasdh-1+, an incremental The experiments were performed on a machine with
datase\Tn1, and a diversity threshold value Intel(R) Core(TM)2 Duo CPU T5450 1.67GHz(Double

Output: a releasable datas&{x, which ensures that Kermel), 2.0GB RAM, Windows XP, MATLAB7.0, and
each equivalence class has the same sensitive attribuigsyal C + + 6.0.

values set before and after update and has minimal
information loss

Table 3: Experimental data information.

1.Go to step 5 if the number of sensitive attribute values

. . Attribute Distinct Generalisations Tree

in AT,_1is less thar. values High
2.Thx = Tho1%. 1 Age 74 5-,10-,20-year 4
3.Merge the independemdiverse equivalence classes | 2 Gender 2 Suppression 1

enerated frond\ T, ;with T 3 Race > Suppression !

9 n-1 nE. 4 Education 16 Taxonomy Tree 3
4.Remove the corresponding records ffbf._;. 5 Martial Status 7 Taxonomy Tree 2
5.For each recordin AT,_1 6 Native Country | 41 Taxonomy Tree 3

i i 3 7 Work Class 7 Taxonomy Tree 2

. *

6 Genecrjgte :hgt C&ﬂdld?te etC]th/atlenc? C|.a§SQB Tn 8 Occupation 14 Sensitive Attribute | /

according to its sensitive attribute value; 9 Salary Class | 2 Suppression 1

7.Insert the recordr into a selected candidate
equivalence class, which results the minimal
information loss;

8AT_1 =ATq_1—1.

9.For each equivalence class whose size is more than2
land each sensitive attribute value exists at least twa}.2 Privacy disclosure risk
times

10.Divide the equivalence class if no inference channelgn this section, we report experimental results on our

are generated. algorithm, the I-diversity algorithm 1 and the I-diversity
11.Returfy*. algorithm 2 for privacy disclosure risk. Figure 1 shows
@© 2013 NSP
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the number of possibly disclosed records of the three4.4 Execution time

algorithms for incremental dataset, which is increased by

10 percent every time. As the figure illustrating, zero The execution time of the three algorithms for
record is disclosed for our algorithm and the I-diversity incremental dataset is shown in Figure 3. The execution
algorithm 2, while the I-diversity algorithm 1 has high time of our algorithm and the I-diversity algorithm 2 is
privacy disclosure risk. The reason is that the |-diversityalways dramatically less than that of the I-diversity
algorithm 1 results in amount of inference attacks, e.g.@lgorithm 1, especially for the lower incremental scale.
background knowledge attack, difference attack andThe reason is that, I-diversity algorithm 1 needs to
intersection attack etc. It is clear that the inferenceanonymize the entire dataset, while our algorithm and the
channels existing between anonymized tables inl-diversity algorithm 2 only process the incremental data
incremental data release have seriously affected th&ased on the previous anonymous results.

security of the released data.

Execution Time(L=7)
400 T T T T

Disclogure Risk(L=7)
100 T T . .

¥
- & 300t J
g BO 2
8 ; B
o B0 5 2 —=— L-diversity algarithrm | 1
= ] E —+— L-diversity algarithm |l
= a
= 40F = = = 100 H —#— Our algorithm
n —— L-diversity algorithm | w
‘g el —+— L-diversity algorithr Il 1 4 4 ; : : s " t L
& —+—Our algarithm 0 .

10 20 30 40 50 B0 70 a0 S0 100

0 + + + * #* 4 + * Incremental Scale(%)
10 20 30 40 50 G0 70 g0 a0 100

Incremental Scale(%)

Fig. 3: Execution time
Fig. 1: Disclosure risk

5 Conclusions and future work

4.3 Information loss o ,
The most existing anonymity methods based on

Figure 2 shows the information loss costs of the threel-diversity model are limited to static data release.
algorithms for incremental dataset, which was increaseddowever, in many applications data collection is rather a
by 10 percent every time. As the figure illustrating, our continual process. Processing a large dataset to achieve
algorithm and the I-diversity algorithm?result in lower [-diversity is time-consuming and vulnerable to inference
cost of the Total-IL than that of the |-diversity algorithm attack if we simply re-anonymize the entire dataset
2. The reason is that the I-diversity algorithm 2 only without considering previous publication of the dataset.
independently anonymizes the incremental data, whichTo address these issues, we analyze the inference
produces high information loss. Our algorithm also channels existing between the anonymized tables in the
anonymizes the incremental data, but it executes based aapplication of dynamic data release while incorporating
the previous anonymized results, therefore resulting inthe attackers’ background knowledge, and discuss how to
low information loss. avoid these inference attacks, and propose a new
I-diversity algorithm based on incremental clustering
techniques. Extensive experimental results show that our

Iinformation Loss Metic(L=7) method is effective and efficient. However, our algorithm
e | can only be applied in incremental data publication, in the
(1 e . g . future, we will further study and develop more efficient

8/ ] methods for the datasets that are added, updated or
;ﬂ:’_/? purged.
5 :
| ]

2 L L L L L . L .
10 20 30 40 a0 B0 70 80 a0 100
Incremental Scale(¥)

Informnation Loss(k)
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