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Abstract: In this paper, elliptic curve (EC) based pseudo-random bit generator is used to control the group operation (GRP) method

which has good inherent cryptographic properties. The new proposed method named EC-GRP operation combines the cryptographic

properties of both elliptic curve cryptography (ECC) and the group bit permutation operation. When applied to image pixels, the

proposed EC-GRP bit-level permutation method controlled by the EC pseudo-random bit generator, presented higher performance

characteristics in terms of security analysis test benchmarking.
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1 Introduction

The security of transmitted digital information through an
insecure channel becomes more and more important
security issue in the present and forthcoming future. Since
1985, Elliptic Curve Cryptography (ECC), were invented
by Neal Koblitz [1] and Victor Miller [2] has been widely
studied in secure communications and technology. The
idea of taking advantage of elliptic curve discrete
logarithm problem (ECDLP) computational intractability
to construct modern cryptosystems has been extensively
investigated and attracts more and more attention. A
significant number of advantages that can be gained from
using elliptic curve smaller parameters include fast
computations and smaller key sizes and certificates.
These advantages are important requirements in such
secure data transmission where processing power and
storage space is needed. EC operations which used in the
generation of pseudo-random bit sequences with strong
cryptographic properties have been studied in the
literature, such as [3–6]. These pseudo-random bit
sequences which present random statistical properties are
used for both confusion and diffusion operations in digital
multimedia processing and secure information
transmission. As a primary method to achieve diffusion,

permutation operation is widely used in cryptographic
algorithms. Bit-level permutations particularly, are the
core of many encryption algorithms. The first bit-level
permutations called group permutation (GRP) is detailed
in [7, 8]. This permutation operation is in fact,
permutation instructions developed to efficiently
implement arbitrary n-bit permutation in any
programmable processors, whether they are general
purpose microprocessors or application-specific
cryptography processors.

In the following, we propose to control the GRP
operation with EC based pseudo-random bit generator
and we will call the new method the ”EC-GRP”
instruction operation. The proposed EC-GRP operation
combines the cryptographic properties of both of the
group operation and the EC points operation. It may be
possible for the support of new operations to lead to new
designs offering higher performance and reduced energy
consumption which would be particularly important for
constrained environments such as Internet of Things (IoT)
platforms.

The security of digital image data from unauthorized
access is an important area of research in multimedia
transmission over network communication. The ability to
support fast bit-level permutations and their ability to
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support next-generation secure multimedia processing
may also be viewed as a further challenge of the basic
security primitives in communication networks.

Digital images are used to test the proposed EC-GRP
approach. Indeed, it is well known that images are
different from plaintexts in many aspects, such as high
redundancy and correlation properties. The main
stumbling block in designing effective image encryption
algorithms is that it is rather difficult to diffuse such
image data pixels as discussed in [9–12]. In most of the
natural images, the value of any given pixel can be
reasonably predicted from the values of its neighbours.

The rest of the paper is organized as follows. In
Section 2, the preliminaries of group permutation and
elliptic curves are discussed. In Section 3, we presented
the new EC-GRP method and it’s cryptographic
properties. An illustrative example and it’s security
analysis are presented in Section 4 with a simple
application of the proposed method for image pixel
encryption. Conclusions are given in Section 5.

2 Preliminaries

In this section, we present the GRP permutation method
and an overview of the elliptic curve over a finite field of
characteristic 2 (F2m) arithmetic point operations.

2.1 Definition of Group Permutation

The GRP operation method will be written as:

R3 = GRP(R1,R2), (1)

where R1 is the source data or the original image pixels in
this case, R2 is the configuration control bits and R3 is the
resulted bits for the permuted bits. In this work, we
propose to control this method by elliptic curve bit
sequences. Then, in each iteration, the control bits R2 is
filled by an elliptic curve binary sequence of 8-bits. Thus,
each EC based byte can be used to control the
permutation of a byte from the image pixel which means
bits of R1 [7, 8].

The basic idea of the GRP instruction is to divide the
bits in the source data R1 into two groups (Left and Right)
according to the control bits in R2. For each bit in R1, we
check the corresponding bit in R2. If the bit in R2 is equal
0, we move this bit from R1 into the first group at the left
end. Otherwise, we put this bit into the second group at
the right end. In the case that the GRP operation is used in
a cryptographic algorithm, the inverse operation, UNGRP
for ungroup, may be needed for the decryption process.

Table 1: Points of E over F25
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2.2 Elliptic Curves over F2m

An elliptic curve E over F2m can be defined by an equation
of the form

y2 + xy = x3 + ax2 + b, (2)

where a,b ∈ F2m , and b 6= 0. The set E(F2m) consists of
all points (x,y),x ∈ F2m ,y ∈ F2m , which satisfy the
defining equation (2), together with a special point O

called the point at infinity [13].
Example 1. Consider the elliptic curve

E : y2 + xy = x3 + α4x2 + 1 defined over F25 as
represented by the irreducible trinomial
f (x) = x5 + x2 + 1. This curve has order 44. Note that we
have a = α4 and b = 1 and that b 6= 0, so E is indeed an
elliptic curve. The points in F25 are listed in Table 1.

2.3 Elliptic Curve Point Operation

In the arithmetic of elliptic curves, there is a
chord-and-tangent rule for adding two points on an
elliptic curve E(F2m) to give a third elliptic curve
point [14]. Together with this addition operation, the set
of points E(F2m) forms a group with O serving as its
identity. The algebraic formula for the sum of two points
and the double of a point are the following:

1. P+O = O+P for all P ∈ E(F2m).
2. If P = (x,y) ∈ E(F2m), then (x,y)+ (x,x+ y) = O,

Note that the point (x,x+ y) is denoted by −P, and is
called the negative of P; observe that −P is indeed a
point on the curve E .

3. Point addition: Let P = (x1,y1) ∈ E(F2m) and
Q = (x2,y2) ∈ E(F2m), where P 6= ±Q. Then,
P+Q = (x3,y3), where

x3 =
(

y1+y2
x1+x2

)2

+( y1+y2
x1+x2

)+ x1 + x2 + a (3)

and

y3 =
(

y1+y2
x1+x2

)

(x1 + x3)+ x3 + y1. (4)
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4. Point doubling: Let P = (x1,y1) ∈ E(F2m), where
P 6=−P. Then, 2P = (x3,y3), where

x3 = x2
1 +( b

x2
1

) and y3 = x2
1 +(x1 +

y1
x1
)x3 + x3 . (5)

Example 2. Consider the elliptic curve defined in
Example 1.

1. Let P = (α8
,α11) and Q = (α2

,α23). Then P+Q=
(x3,y3) is computed as follows:

x3 =
(

α11+α23

α8+α2

)2

+ α11+α23

α8+α2 +α8 +α2 +α4

= ( α3

α29 )
2 + α3

α29 +α8 +α2 +α4 = α8

and

y3 =
(

α11+α23

α8+α2

)

(α8 +α8)+α8 +α11

= ( α3

α29 )(0)+α6 = α6
.

Hence, P+Q = (α8
,α6).

2. Let P = (α8
,α11). Then 2P = P+ P = (x3,y3) is

computed as follows:

x3 = (α8)2 + 1
(α8)2 = α16 +α15 = α2

(6)

and

y3 = (α8)2 +(α8 + α11

α8 )α
2 +α2 = α27

. (7)

Hence, 2P = (α2
,α27).

2.4 The EC Random Bit Generator

After applying the EC based pseudo-random bit generator
in [15], we get the resulted points Ui(x,y) and the x− and
y−coordinates of these points are used according to the
construction method given in equation 8. This
construction method result in mapping scheme by
applying the ith iteration function Ri. For example, Ri for
this scheme is given by:

Ri = [Ri−1 ⊕Xi], , i ≥ 1 (8)

where R0 = IV (IV is an initialization vector) and X is the
x−coordinate of the first point U1. The output Ri is the
pseudo-random bit sequence which will be used to control
the proposed EC-GRP operation.

3 The Proposed Elliptic Curve Group

Permutation

In this section we will propose the EC-GRP operation for
bit-level permutation to perform the permutation of each
original data item.

Fig. 1: EC-GRP operation

3.1 EC-GRP Permutation Operation

In this method, EC based pseudo-random bit generator is
used to control group bit permutation GRP method which
has good inherent cryptographic properties. The new
method called EC-GRP operation combines the
cryptographic properties of both elliptic curve
cryptography and the group operation. Figure 1 shows the
permutation of each image pixel bits B = {b1,b2, · · · ,bn}
according to control bits C = {c1,c2, · · · ,cn}. These
control bits generated from the EC based pseudo-random
bit generator described in section 2.4. The EC-GRP
permutation operation resulted bits are
E = {e1,e2, · · · ,en}. A pseudo code for the description of
this method is given in Listing 1.

Listing 1: EC-GRP Operation Pseudo Code

f u n c t i o n [E ] = ECGRP(C , B)
i n d e x = 1 ;

f o r i = 1 : 8
i f C( i ) == 0

E( i n d e x ) = B( i ) ;
i n d e x = i n d e x + 1 ;

end
end
f o r i = 1 : 8

i f C( i ) == 1
E( i n d e x ) = B( i ) ;
i n d e x = i n d e x + 1 ;

end
end

end f u n c t i o n

3.2 Cryptographic Properties of EC-GRP

The new EC-GRP permutation operation should have
good cryptographic properties, and be resistant to
common cryptanalytic attacks as well as not opening new
weaknesses. Both of elliptic curves and permutation
operations are based on difficult (hard) problems in
number theory and have a rich mathematical structure.
Thus, the EC-GRP should has at least the same level of
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security and cryptographic properties that are resistant to
differential attacks; a difference in any bit of the control
bits should produce a large difference in the output
(resulted) bits. The basic ideas of confusion and
diffusion [16, 17] that are so prominent in block cipher
designs also appear elsewhere during the permutation
mechanism. Confusion might be viewed as a process by
which small amounts of complex interaction are
introduced locally, while diffusion can be viewed as the
process by which this complexity is spread from being
solely a local phenomenon. By alternating primitive
functions that provide confusion and diffusion, the hope
is that the final algorithm will exhibit globally complex,
and cryptographically strong, behavior.

Fig. 2: EC-GRP permutation for encrypting Lena image pixel

bits controlled by EC control bits

4 The Simulation Results

A given implementation of this EC-GRP mechanism need
to include an approved elliptic curve. Once the designer
decides upon the strength required by a given application,
he can then choose to implement the single curve that
most NIST SP 800-90A [18], appropriately meets this
requirement. For a common level of optimization
expended, the higher-strength curves will be slower and
tend toward less efficient use of output blocks. To mitigate
the latter, the designer should be aware that every distinct
request for random bits requires the computational
expense of at least one elliptic curve point multiplication.

4.1 Implementation Example

Image encryption is a potential application where stream
cipher is highly preferred over block cipher due to the
bulky nature of the data and high correlation between the
adjacent pixels. The pseudo-random sequence used for
image encryption must have good randomness properties
and high periodicity so that the encrypted image is secure.
Recently, several attempts for using ECs in image

encryption has been proposed in literature such
as [19–22]. In this section, the EC-GRP permutation
operation is used for encrypting a 256 × 256 grayscale
Lena image pixels as shown in figure 2. Each pixel has a
8-bit value of between 0 and 255, so the control bits in
turn divided into blocks of 8-bit each and the EC-GRP
operation is applied. The resulted (EC-GRP) bits then
grouped together to obtain the cipherimage and security
analysis of the ciphered image is carried out.

Fig. 3: Lena plainimage and the corresponding cipherimage with

the EC-GRP operation

4.2 Entropy Analysis

Entropy is defined to express the degree of uncertainties
in the system. It is well known that the entropy H(m) of a
message source m can be calculated as:

H(m) =−
255

∑
i=0

P(mi)log2P(mi) (9)

where P(mi) represents the probability of symbol mi [27].
For the considered cipherimage shown in figure 3, the
number of occurrence of each gray level is recorded and
the probability of occurrence is computed. Table 2
indicates the various values of the entropy for the plain
and encrypted image by the EC-GRP operation. It can be
noted that the entropy of the encrypted image is very near
to the theoretical value of 8 indicating that all the pixels in
the encrypted image occur with almost equal probability.
Therefore, the information leakage in the proposed
EC-GRP operation is negligible, and it is secure against
the entropy-based attack.

c© 2019 NSP

Natural Sciences Publishing Cor.



Appl. Math. Inf. Sci. 13, No. S1, 183-189 (2019) / www.naturalspublishing.com/Journals.asp 187

Table 2: Entropy and basic parameters for Lena image

Scheme Entropy PSNR MSE MAE

Proposed EC-GRP 7.9962 8.4781 9303.84 79.57

Ref [25] 7.9898 8.5838 9009.33 —-

Ref [26] 7.9968 11.30 4859.03 79.22

4.3 Peak Signal-to-noise Ratio (PSNR)

PSNR is defined by the ratio between the maximum
possible value (power) of an image and the power of
distorting noise that affects the quality of representation
of that image [28]. PSNR is mainly used in image
processing as a consistent image quality metric and the
greater PSNR, the better the output image quality. The
performance of the proposed EC-GRP method is
evaluated on the basis of PSNR and measure values
obtained are shown in Table 2. The results clearly
explained that the EC-GRP permutation method is well
suited for many kinds of image encryption operations.

4.4 Mean Square Error and Mean Absolute

Error

The ciphered image should show a significant difference
with it’s corresponding plainimage. This difference can
be measured with two main methods, Mean Square Error
(MSE) and Mean Absolute Error (MAE) [27]. MSE and
MAE values are computed by using the following
equations:

MSE =
1

W ∗H

H

∑
j=1

W

∑
i=1

(Pi j −Ci j)
2 (10)

MAE =
1

W ∗H

H

∑
j=1

W

∑
i=1

|(Pi j −Ci j)| (11)

In the two above equations, parameters W and H are
the width and height of the image. Also Pi j is the gray
level of the pixel in the plainimage and Ci, j is the gray
level of the pixel in the encrypted image. MSE and MAE
values of the encrypted image are reported in Table 2. As
viewed from the table, MSE and MAE tests have yielded
high values which can ensure the resistance of the
proposed EC-GRP against differential attacks.

4.5 Correlation Analysis

It is known that two adjacent pixels in a plainimage are
strongly correlated vertically, horizontally and diagonally.
This is the property in connection with any ordinary
image. The maximum value of correlation coefficient is 1
and the minimum value is 0. A robust encrypted image
versus statistical attack should have a correlation

coefficient value of ˜0 as discussed in [23]. Results of
horizontal, vertical and diagonal directions are obtained
as shown in Table 3 for Lena plainimage and the ciphered
image by the EC-GRP method respectively. In the
encrypted image, the adjacent pixel correlation will be
less if the encryption process is capable of hiding the
details of the plainimage. The obtained results expound
that there is negligible correlation between the two
adjacent pixels in the encrypted image, even when the
two adjacent pixels in the plainimage are highly
correlated as shown in figure 5.

4.6 Sensitivity Analysis

In order to avoid the known-plaintext attack, the changes
in the cipherimage should be significant even with a small
change in the plainimage. If one small change in the
plainimage can cause a significant change in the
cipherimage, with respect to diffusion and confusion, then
the differential attack actually loses its efficiency and
becomes practically useless. To quantify this requirement,
two common measures are used: Number of Pixels
Change Rate (NPCR) and Unified Average Changing
Intensity (UACI) [24]. We have tested the NPCR and
UACI with the generated control bit sequences to assess
the influence of changing a single pixel in the plainimage
on the encrypted image. From the results, we have found
that the average values of the percentage of pixels
changed in encrypted image is greater than 99.58% for
NPCR and 30.46% for UACI for the generated sequence.
This implies that the EC-GRP method are very sensitive
with respect to small changes in the plainimage.

Fig. 4: Histogram of encrypted Lena image with the EC-GRP

operation

4.7 Histogram Analysis

To prevent the leakage of information to an adversary, it is
important to ensure that cipherimage does not have any
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statistical resemblance to the plainimage. A good image
encryption scheme should always generate a cipherimage
of the uniform histogram for any plainimage. In this
work, the histogram is plotted for Lena plain and
encrypted image. The histogram of Lena plainimage
contains large spikes as shown in figure 4 while the
histogram of it’s cipherimage is almost flat and uniform
which indicates equal probability of occurrence of each
pixel as shown in figure 4. It is significantly different
from the respective histogram of the Lena plainimage and
hence does not provide any clue to employ any statistical
attack on the proposed image pixel permutation operation.

Fig. 5: Correlation of encrypted Lena image with the EC-GRP

operation

Table 3: Correlation coefficients for Lena image

Scheme Horizontal Vertical Diagonal

Lena 0.93915 0.96890 0.91686

Proposed EC-GRP -0.00311 0.05420 0.00231

Ref [25] -0.00041 -0.00025 -0.000027

Ref [26] -0.0043 -0.0090 -0.0031

5 Conclusion

In this paper, we have presented a new EC-GRP
permutation method controlled by an EC based
pseudo-random bit generator. The general scheme for
generating binary sequences from EC over a binary finite

field (F2m) is used. The pseudo-random bit sequences
generated are used as a control bits for the group
permutation operation to obtain scrambled bits. The
EC-GRP operation is applied to image pixel encryption as
an application example. Also the security analysis of the
ciphered images are carried out presented higher
performance characteristics in terms of security test
benchmarking.
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