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Abstract: An authentication protocol allows on-line service providers to validate the identity or legitimacy of a logging user. Once
passing the verification, an authorized user can obtain useful and valuable resource or services from the service provider through Internet
conveniently. However, most the current authentication protocols cannot protect user’s privacy perfectly. To improve this deficiency,
we proposed a robust and efficient authentication protocol attempting to preserve user’s privacy entirely and also provide the following
properties: i) user anonymity, ii) deniability, iii) key agreement, and iv) efficiency. Moreover, our proposed protocol is non-interactive,
which is achieved by reducing the number of message exchanges between users and service provider upon performing the authentication
activity. Hence, our proposed protocol is more suitable for current wireless mobile network environments due to only need message
exchange once avoiding the channel error rate. Moreover, analysis showed that our proposed protocol can withstand various known
kinds of attacks.
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1. Introduction the logging information, the services, or the communica-
tions. Therefore, it is desirable that the source of informa-

, L tion (for example, user’s true identity) is hidden but autho-
With the distributed nature of computer networks, hosts . simultaneously for protecting user's privacy. In gen-

and user termlnals connectgd into the same network C8Bq), user authentication protocols without revealing user’s
share information and services with each other. On-line.

. : . . identity can be divided into two categories.
service providers can provide services or resources to mul-. o )
tiple users via Internet. Generally, such a service providefl) User authentication protocols with anonymous chan-
will control the security privilege to access the services ornel [7-8, 17, 19-20]: Such a kind of protocols allows users
resources by using a user identification protocol. A usert© 10gin anonymously and to perform user authentication
identification protocol allows the server to assure the iden-&ctivities with the server. Hence, only the server may know
tity of the user is as declared and then provides suitablé/Ser's identity, others cannot. By this way, the user's sen-
access privilege to him, thereby preventing impersonationfs't'Ve identification is not revealed to outsiders (such as
Many studies have focused on this field of user identifica-6@vesdroppers, malicious adversary, etc.). At present, many
tion [4, 10, 13, 18]. Technically, a user identification pro- Papers have been proposed based on the studies of au-
tocol requires logging-on to a server with authorized iden-thentication protocols with anonymous channel [17, 19-
tity, which might be suffered from the following potential 20]- Such an authentication protocol can allow the users
threats: (1) obtrusive and untrue requests for information!0 be authenticated to the server without revealing their
(2) annoyance by potential information stealers, and (3)|dent|t|es_V|aInternet. Ur_1fortunate|y_, in _such proto_cols, the
traceability of the original information introducers (for in- Server still knows who is communicating with him, and
stance, when employees are speaking out against the mahRence it mlght be insecure against identity disclosure if
agement). It would cause a security drawback that an adthe server is non-trustworthy or unfriendly.

versary might obtain sensitive personal information (e.g.(ii) Anonymous authentication protocol§l-3, 7, 9-10,
user’s preferences, shopping patterns, etc.) by analyzin@6, 21]: In such a protocol, it allows all users to prove
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their legitimacy to the intended server (or the authentica-
tor) without revealing their identifications via Internet. The
requirement is that a member must identify himself to au-
thenticate his membership in one group by using an iden-
tity group key. Hence, each member can use his individ-
ual group key to perform authentication activities anony-  UNLINKABILITY: An individual cannot show sepa-
mously. In 1991, Chaum and Van Heyst [3] firstintroduced  rate authentication transactions that have been made.
this new concept of group signature scheme. In such grouplote that all above definitions of anonymity are as broad
signature schemes, the trusted group manager predetesis possible, since the security requirement only needs a
mines member groups and distributes specially keys to almember of G can be authenticated. A server may choose
members of each group. All members can use these key® compromise the security by authenticating a logging
to anonymously sign messages on behalf of their groupuser who is not a member in the group G. Also, a log-
without revealing their identities. Thereafter, many relatedging user may choose to forfeit his anonymity by disclos-
cryptographic protocols to achieve such a security requireing the identity. For these reasons, we have to assume that
ment are proposed, such as group authentication protocol$he server acts in a way to maintain the security and that a
anonymous group identification protocols, group signaturdogging user acts to preserve his own anonymity.

schemes, ring signature schemes, and etc [1-3, 7, 9-10, The above requirements do not consider that the mem-
16, 21]. It is noted that several anonymous authenticatiorbership in the group G is likely to increase or to decrease.
protocols allow a user to identify himself as a memberIn addition, members are liable to lose or reveal their keys
of a legal group in a secure and anonymous way [1, 9-and not to keep them secret. To address these concerns,
10, 16]. However, in such protocols, if the group shrankthe following requirement should be included in an anony-
to one member in the group, the member’s identity will mous authentication protocol.

AUTHENTICATION: Only the member of a legal
group G can be authenticated.

ANONYMITY: If a user is authenticated, he only re-
veals that he is a member in the group G. However, he
reveals nothing if he is not authenticated.

be discloser in his next authentication activity. Hence, the
anonymity property of these protocols will be compro-
mised and not secure as they claimed. In 2001, Riztest
proposed a ring signature scheme [14] to allow a member
of a group to anonymously sign a message on behalf of
this group without revealing his identity. It does not need
to prearrange the member groups and no need for proce-
dures setting, changing or distributing specialized key to

KEY REPLACEMENT: Each member in the group
G can replace his authentication key with a new one.
KEY AGREEMENT: Each member in the group G
can agree on a key with the server without revealing to
eavesdroppers.

DYNAMIC GROUP MEMBERSHIP: Need atrusted
third party to add or remove members of G and to con-
fer only with the authenticator to do so.

all members. In order to make membership dynamic in the group G, a
From above discussions, it can be seen that an anonyrustworthy third party is needed to add or remove mem-
mous authentication protocol is to enable a user to idenbers. However, if the third party is non-trustworthy, he can
tify himself as a member of a legal group in a secure andnanipulate the set G as he pleases to destroy anonymity.
anonymous way. However, such kinds of user’s privacyFor example, if the third party shrinks G so that only one
protection are passive and the logging user cannot assuf@ember in the group G, the member’s identity will be
that his identity does not leak out. When the server is dis-discloser during him next authentication activity. To over-
honorable and has the ability to detect the logging user'ssome this drawback, Rivest et al. introduced a new con-
identity by using the following tricks, the user privacy is cept without the need of third parties to manage the size of
insecure. a group G that is so called ring signature scheme [14].

1. Tracing logging user's actions: The server can . Allabove security requ!rements of anony,mou.s authen-
trace the logging user’s actions to other on-line ser-lication protocols are passive to protect user’ s privacy, that
vice providers. If any logging action is non—anonymi(l?' once the server resorts to every conceivable means to
the user's true identity will be detected. ( éteqt the. logging user’s identity, the logging user's true

N L . .. identity still may be revealed and further proved to any

2. Acts of swindling: ConS|d_er|n_g a scenario that if third party. For addressing this concern, a secure anony-
there are few memberships in a group, the server,, s 5\ thentication protocol should also include the fol-
can seek out the member's 'dem'ty who is logging- lowing properties to preserve user’s privacy actively.
on to the server by colluding with other members. DENIABILITY: The members identity and authen-

Once the server detects the logging user's true identity, he  tication activities cannot be proved to any third party
can prove it to any third party arbitrarily. That is not an  py the server. Even if it is proved, the third party can-
active way to preserve user's privacy. not be convinced. Hence, the user identity cannot be

In this paper, we provide high-grade privacy protec-  disclosed to any third party except the intended server.

tions for users and re-analyze the security requirements of Based on above discussions, this paper proposes a ro-
an anonymous authentication protocol. In general, the folbust user authentication protocol with the requirement of
lowing security requirements are the most essential of aranonymity, deniability, key agreement, and efficiency. Or-
anonymous authentication protocol to authenticate the vaganization of this paper is sketched as follows. In Section
lidity of a logging user in a secure and anonymous way. 2, we discuss the security requirements of the proposed
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protocol and introduce our proposed protocol. Its secu- Uwm Ug
rity analysis and comparisons of the security properties ard !
given in Section 3. Finally, we give the conclusions. Wﬂﬂ
_ A HXny
2. The Proposed Protocol B=aYg" "t modp
Co= g”x’v'1 mod p
First of all, we begin to set a legal group G and each mem- CheckM

_ oSyd+a, &
ber in G has individual public key and the correspond- K‘gSYMla(iDZYMi)amOdp

. . . a'= ,BCXSE modp
ing private key. The proposed protocol allows the intended| | =5+ dx,, modqg  ~-CoAM.MAC 0
1

. oy . n '

server to authenticate the legitimacy qf a Iogglng mem_ber MAC = H(K [|a[[M) K'=g' (MYm, )2 modp

and simultaneously achieve the following security require- i=1

ments. MAC'= H(K |a]|M)
AUTHENTICATION: Only the member of G can be MACMAC!

authenticated by an intended server.
ANONYMITY: A member can be authenticated to the
intended server without revealing sensitive informa- Figure 1 The proposed anonymous authentication protocol.
tion such as member’s true identity.
DENIABILITY: All logging members’ identities and
f‘e“rfgggtfeart\'lzrr‘_ activities cannot be proved by the in- e yoe should be certified by a certification authority
KEY AGREEMENT: Each member of G can agree (CA) for verifying their authenticity.
on a key with the intended server without revealing to
the eavesdroppers.
KEY REPLACEMENT: Each member of G can re-
place his authentication key with a new one.
DYNAMIC GROUP MEMBERSHIP: Each mem-
ber is capable of adding or removing memberships o
G without the need of a trusted third party to do so.
EFFICIENCY: Only one message exchange between . .
the user and the intended server for performing authen- }S/tep LUm, determmem —1 pub.hc keys Ut Yy,
tication activities. ..., Yar,) corresponding to qther dlsc'retlonary members
The proposed anonymous authentication protocol consist U]‘%" (t]hMS’ thUﬂ?) ?.f G without their agfe_emi‘rqt- {Tet
of three phases: the system initialization, the key gener; € the authentication message comprising the imes-
. . o tampT.
ation, and the anonymous deniable authentication. In the
system initialization phase, it requires a trusted authority
(TA) to determine all system public parameters. In the key
generation phase, all public and private keys will be gen-
erated. In the anonymous deniable authentication phase, 3 — aYS?;H’XMl modp, (1)
the intended server (or the authenticator) can validate the

Anonymous deniable authentication phase

Without loss of generality, let/;;, be a member of
the group G and/sg be the intended server. The member
Uy, can perform the following steps to deniably prove the
fIegitimacy to the servel/sg without disclosing his iden-
tity (as depicted in Figure 1):

Step 2.Uy;, randomly chooses, i, s,d € Z; and
computes

_ uXan
logging user's legitimacy without revealing logging user's ~ Co = ¢/~ ** modp, @
identity. Descriptions of these phases are given below. s e
K = g’y (][ Yar.)* modp, ©)
System initialization phase =2
The trusted authority (TA) determines the following " = § T dXar, modg, (4)
system parameters: MAC=H(K ||a| M). (5)

(p, @): Two large primes, whereis the divisor ofp—1; Then.Uxr. sendst.C M. MAC)to U
g: A generator with ordeg over the multiplicative group A % Co. 5, M, J1oUs.

Zp o _ Step 3.After receiving ¢, Co, 3, M, MAC) from Uy, ,
H(-): A collision-free hash function such as SHA-1 the servet/gy, first verifies the validity of M. If itis valid]/s
[12] and MD5 [15]. continues to compute
Key generation phase a’ = BC;** modp, (6)
Every usetUU; randomly chooses his private ke§; < , o ,
Z: and computes the corresponding public key= g K'=g"(] [ Yar,)* modp, (7)
modp. Each user publishes his public k&, while keeps i=1
the corresponding private key; secret. It is noted that all MAC' = H(K' | d" || M). (8)
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Finally, Usg verifies if MAC = M AC’. If it holds, Usg individually. Then if M AC = M AC’, the server can be
is convinced of the authentication message(y, 5, M, convinced the legitimacy of the logging user because of the
M AC). OtherwiseUsg rejects it. (r, Cy, B, M, M AC) is only generated by one of the mem-
Note that if the proposed protocol wants to provide thebers Uy, , Ups,, -..,Uns,,) from a legal group G. Consider
anonymous channel, the messadean be encrypted with a scenario where the adversary attempts to derive the ses-
the servelUsg’s public key. sion key K from the intercepted message Cy, 5, M,
M AC) exchanged between the member and the server.
The adversary can consider the following possible meth-

3. Security Analysis and Discussions of the ods to plot such an attack.

Case 1:
Proposed Protocol From Egs. (3), an adversary can deridf s, d, and a
. first be obtained. However, from Eqgs (1), (2), and (4),
We analyze the security of the proposed protocol to show2" X X ;
it can achieve the requirements of the anonymous deni'Ehe adversary will face the DLP assumption to desiyé,

able authentication. In the following, we discuss the secu_andgarg:p;gctwely.

rity considerations fokey agreementuthenticationuser Under the OWHF assumption, the adversary cannot

anonymity anddeniability. derive the session kel( from the intercepted/ AC' =

Theorem 1. (Considerations for key agreement) The pro- (K [ a |l M).

posed protocol can allow a member and the server to Q.E.D.
agree on a key. Theorem 3. (Considerations for user anonymity) The server
Proof: cannot disclose and ensure the identity of an individual
From Egs. (1), (2), and (5), we can have with ';he knowledge of the message Co, 8, M, M AC).
Proof:
a' = BCysF According toTheorem 1, the message-(Cy, 3, M,
_ aYSq];uXMl (Q,LXMI )XSE M AC) can convince the server that one of the members
(Unty, Unty, - Ung,) Of G uses his private key to gen-
= a (modp). ©)  erate. with the knowledge of-(Cy, 8, M, M AC), the

From above equation, it can be seen that a is derived fronadversary might disclose the member’s identity from Eq.

the private keyX sz or X,,,. We can raise both sides of (8). From Eq. (8), the adversary must derive the secret pa-
the equation Eq. (4),= s + dX,;, modg, to the exponent  rameterd in advance. However, the adversary will face the

with the basey to have intractability of solving the DLP and reversing the OHF to
v svrd derive d from Eq. (5). Hence, the proposed protocol can
9" = g°Yy, modp. (10)  achieve the user anonymity requirement.
From above equation and Eq. (2), Eq. (3) can be rewritten Q.E.D.
as Theorem 4. (Considerations for deniability) The server
n cannot prove the legitimacy of an individual identity to
K' = gSY]@J{“(H Y, )® the third party.
i=2 Proof:
n Consider the scenario that the server attempts to reveal
= ngﬁl(H Yar, ) (a, K', 7, Co, B, M, MAC) to convince the third party
i=1 of the authentication activities. From Egs. (6), (7), and (8),
n the third party cannot be convinced aof (K, r, Cy, 3,
=g (] Ya)" (modp). (11) M, MAC), since the server is able to universally forge it.
i=1 In addition, the third party with knowingz(, K’) can sub-

which implies Eqg. (3). It can be seem that the member ancgequently masquerade as the member to cheat the server

the server can compufé = K" individually to agree ona  below. The third party can let = A’ andK = AK’ for
session key. a random integen\. Then, he can use the message({,
B8, M, M AC) to forge a new authentication message (

Q.E.D. Co, 8, MAC), where

Theorem 2. (Considerations for authentication) The pro- B=A3= AaYSA;*A“XMl (modp),

posed protocol can convince the server of the legitimacy — _ApXar,

of an individual membership identity. Co = Al = g7 (mO(ip),

Proof: = _ _ Asy Ad+Aa Aa
According toTheorem 1, it has shown that only the K =AK =g7Yyy, (H Yar,)™* (modp),

membership and the server can compute a by individual _ =2

private key X, or Xsg based on Diffie-Hellman key ex- T=Ar= AiJr AdXi41 (mody),

change protocol [5] and to agree on a sessionkey K’ MAC=H(K ||a| M).
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The server will be forced to avoid leaking'( K’). There-  getting important to log into a network. In general, each
fore, the proposed protocol can achieve the deniability re-user can perform the authentication activities with an au-
quirement. thentication centre of a service provider to prove his legit-
Q.E.D. imacy. Basically, the service provider can control the se-

urity privilege to access the services or resources by us-
ng a user authentication protocol. Once the logging user

passes the examination, he can obtain useful and valuable
resource or services from the service provider via Inter-

gnd depla!:l)_le authbentlcat!on (D'g) ones in Table 1. (Ijr_1 %r'net directly. However, interception of exchange informa-

er to facilitate o servz_itlon and comparison, we divi et_ion may endanger the confidentiality of sensitive infor-
the current user authentication protocols into three groups; ~tion of a logging user when he performs authentication
user identification protocols, anonymous authentication Pra sivities. To improve this deficiency, we have proposed a
tocols, and deniable authentication protocols. From Tabl X !

. : e Gobust and efficient authentication protocol in this paper. In
1, it can be seen that both user identification p.mtoco'sourproposed protocol, it can be achieved the following se-
and deniable authentication protocols cannot achieve user,

) . : urity requirements: i) user anonymity, i) deniability, iii)
%nevrmzt';ﬁ thhh:g ilgér?tl:t(:h dli(g::(ljossgﬁepgt)ttgglﬁ IS %rﬁ ngrtf;?rlfkey agreement, and iv) efficiency. In addition, for adapting
; \dentity disct pon pert the current mobile wireless communication network envi-
ing user authentication activities. Moreover, only deniable

L ronments, the proposed protocol is non-interactive. That
authentication protocols and our proposed protocol havqs, it only needs one transmission to avoid high channel er-

the ability to withstand the malevolent server’s attempt toror rate in mobile wireless networks. Hence, our proposed

convince the third_ party of the Ip_gging users identity or protocol is suitable for all kinds of communication net-
authentication activities. In addition, the proposed Proto-y o environments.

col can insert a timestamp into authorized message to pre-
serve reply attack, but others are implicit.

We compare some security properties of our propose
scheme (HC for short) with various protocols including
user identification (Ul), anonymous authentication (AA)
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