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Abstract: Securing electronic signature gives the contracting parties, especially the consumer, safety and security, which positively
reflects on trade exchange. Digital-signature algorithms can be categorized based on the type of security suppositions, for example
discrete logarithm, factorization of hard-problems, and elliptic-curve cryptography, which are all currently believed to be unsolvable in
a reasonable time period. In recent years, a variety of chaotic cryptographic schemes have been proposed. The idea of chaotic systems
with applications to cryptography has received a great dealof attention from researchers from a variety of disciplines. Therefore, in this
paper, we propose a new signature scheme based on two hard number theoretic problems, Chaotic Maps (CM) and Quadratic Residue
(QR). Our performance analysis shows that compared, to other associated schemes, our scheme not only improves the efficiency level
but also ensures security . We also give a proof that the security of the proposed scheme can protect against the known key attacks.
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1 Introduction

Digital signatures are very important tools to implement
secure and correct signs. Today, traditional physical
signature is out-dated. Communications between partners
of a company is a significant issue that must be secure.
Digital signature provides suitable background for
sending secure messages using different schemes. Digital
signatures belong to the most important applications of
technology in modern cryptography and information
security. After many years of evolution, digital signature
technologies are already mature and have already been
widely applied in electronic commerce. For digital
signature algorithms, we can categorize them into two
groups according to their security suppositions. One is a
digital signature scheme based on a single assumption,
such as discrete logarithm, factorization of
hard-problems, or elliptic curve cryptography. To improve
the security of signature schemes, many other schemes
were developed based on two hard problems: FAC and
DLP [1,2,3,4,5,6,7]. However, several authors have also
shown these schemes to be flawed [8,9,10,11].
Furthermore,there are many signatures schemes based on
two problems [12,13,14,15] , but these schemes need
high computational complexity. Therefore, for the

enhancement of system security, the adoption of the
digital signature algorithm based on multiple assumptions
is very important. In this paper, we propose a digital
signature scheme based on chaotic maps and quadratic
residue problems.

The first chaotic image encryption algorithm was first
proposed by Matthews [16]. There is a growing interest in
this area and several approaches have been proposed [17,
18,19,20,21,23,24,25,26] a novel key-agreement
protocol based on chaotic maps. In their scheme, the
semi-group property of the Chebyshev chaotic map was
used to establish the session key. Hwang et al.[22]
proposed a secure group-key-agreement protocol based
on chaotic hash that utilised the chaotic hash functions.
Recently, Chain and Kuo [13] developed a secure and
efficient signature scheme based on chaotic maps and
factorization problems. Their scheme was the first scheme
based on chaotic maps and factorization problems.
Unfortunately, their scheme requires many keys for
signing and verifying signatures.

In this paper, we proposed a new signature scheme
based on chaotic maps and quadratic residue problems.
Compared with the signature scheme based on modular
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exponentiation and scalar multiplication on elliptic curve,
our proposed scheme is more efficient.

The remainder of this paper is organized as follows.
We provide the necessary theory and properties of the
extended chaotic maps and some notation in Section 2.
Then, we propose a new signature scheme in Section 3. In
Section 4,the security properties of the proposed scheme
are discussed, followed by the performance are discussed
in Section 5. Finally, we draw our conclusion in Section
6.

2 Preliminary Knowledge

In this section, we briefly introduce the basic concept of
Chebyshev chaotic map and its related mathematical
properties [13,26,18].

2.1 Chepyshev Chaotic Map

Let n be an integer andx be a variable with the
interval [−1,1]. The Chebyshev polynomial
Tn (x) : [−1,1]−→ [−1,1] is defined as

Tn (x) = cos
(

n cos−1(x)
)

, (1)

Chebyshev polynomial mapTn : R−→ R of degreen is
defined by the following recurrent relation :

Tn (x) = 2xTn−1(x)−Tn−2(x) , (2)

Wheren ≥ 2, T0 (x) = 1, T1 (x) = x. Some of the other
Chebyshev polynomial areT2 (x) = 2x2−1, T3 (x) =4x3−
3x, T4 (x) = 8x4−8x2+1 ,T5 (x) = 16x5−20x3+5x .

The Chebyshev polynomial has the following two
interesting properties:

–The semi-group property:

Tr (Ts(x)) = cos
(

rcos
(

scos−1(x)
))

= cos
(

rs cos−1(x)
)

= Tsr(x)

= Ts(Tr(x)) . (3)

Wherer ands are positive integers numbers andx ∈
[−1,1]

–The chaotic property:

The Chebyshev mapTa (x) = [−1,1]−→ [−1,1] of degree
a > 1 is a chaotic map with invariant densityf ∗ (x) =

1

π
√

1−x2
for positive Lyapunov exponentλ = ln(a)> 0.

In order to improve this property, Zhang [29] proved that
the semi-group property holds for Chebyshev polynomials
defined on the interval(−∞,∞) as follows:

Ta (x) = 2xTa−1(x)−Ta−2(x) (mod p) (4)

Wherea≥ 2, x∈ (−∞,∞) , andp is a large prime number.
Therefore, the property

Tr (Ts(x)) = Tsr(x)= Ts(Tr(x)) (mod p)

And the semi group property also holds. The extended
Chebyshev polynomials still commute under
composition.

2.2 Computational Problems

To prove the security of the proposed scheme, we present
some important mathematical properties of Chebyshev
chaotic map as follows:

1.If two elementsx and y are given, the task of the
discrete logarithm problem is to find integerss , such
thatTs(x) = y.

2.If three elementsx , Tr (x) , and Ts(x) are given the
task of the Diffie-Hellman problem which is to
compute elementsTrs (x)

3 The proposed digital signature scheme

In this section, a new signature scheme based on chaotic
maps problem is proposed. The proposed signature
scheme involves the one-to-one interactions between a
signer and a verifier to execute the system initialization
phase, the key generation phase, the signature generation
phase, and the signature verification phase, described as
follows.

3.1 System Initialization Phase.

The parameters used in our scheme are described as
follows:

–h(.) is a strong one-way hash function whose output is
an integer of which the length ist-bit. Here, we
assumet = 128 as the output length of the standard
hash function.

–Let p be a large prime andn is a factor ofp−1 that is
the product of two safe primes ¯p andq̄ , i.e.,n= p̄.q̄

–Let α is an element inGF(p) and the order ofα is n,
andG is the multiplicative group generated byα.

Note that the two large primes ¯p andq̄ are kept secret for
all users in the system.

3.2 Key Generation Phase

In this phase, we do the following steps.
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–Select randomly a private keyx ∈ Z∗
n such that

gcd(x,n) = 1
–Calculate a corresponding public key which is certified
by certificate authority y= Tx2(α)

The signer publishes his public keys as(p,n,y,α) and
keeps his corresponding private keys as(x, p̄, q̄)

3.3 Signature Generation Phase

To create a signature for the messagem,1 < m< n, the
signer first hashes the message to obtainh(m). Next, the
signer randomly chooses a secret integerr,1< r < n such
that gcd(r,n) = 1. The signer does the following steps.

–ComputesK = Tr2(α)(modp) andγ2 ≡ xr(modn).

–Solveγ2h(m)≡ x2K2+ γ2s(modn) for s.

Then the original signer publishes(K,γ,s) as the signature
of the message m.

3.4 Signature Verification Phase.

Verifier confirms the validity of the signature(K,γ,s) by
testing the following equation whether it holds

[Tγ2h(m)(α)]2+[TK2(y)]2+[Tγ2s(α)]2 ≡

2Tγ2h(m)(α)TK2(y)Tγ2s(α)+1(modp) (5)

Theorem 3.1 Following the applied protocol, then the
verification in the signature verification phase is correct.

Proof. With knowledge of the signer public keyy and the
signature(K,γ,s) of messageM, the verifier is able to
authenticate the messageM. From Theorem 2.3 :

[Ta(M)]2+[Tb(M)]2+[Tc(M)]2 ≡

2Ta(M)Tb(M)Tc(M)+1(modp)

Let a = γ2h(M), b = K2x2, andc = γ2s, we evaluate
the following equation

[Tγ2h(m)(α)]2+[TK2(y)]2+[Tγ2s(α)]2

= [Tγ2h(m)(α)]2+[TK2Tx2(α)]2+[Tγ2s(α)]2

= [Tγ2h(m)(α)]2+[TK2x2(α)]2+[Tγ2s(α)]2

= 2Tγ2h(m)(α)TK2x2(α)Tγ2s(α)+1(modp)

= 2Tγ2h(m)(α)TK2(y)Tγ2s(α)+1(modp)

If Eq. (5) holds, then the receiver is ensured that the
message is indeed signed by the signer. Otherwise, the
signature is invalid.

4 Security analysis

It is apparent that the security of this scheme relies on the
difficulty of finding (K,γ,s) such that Eq. (5) holds when
messageM is given and the signer’s secret keys are
unknown. Before we attempt some possible attacks on our
scheme, we first discuss the computational relationship
between chaotic maps and the discrete logarithm problem
and then analyze some basic crypto analysis problems
which are related to the proposed scheme [13].

Theorem 4.1 Let f (M) = t2−2Mt +1 andα,β be two
roots of f (M). If M = 1

2 (α +β ) , then the number of
solutions satisfy

Ta (M) =

(

M+
√

M2−1
)a

+
(

M−
√

M2−1
)a

2
(mod p) .

Theorem 4.2If a andb are two positive integers anda> b
, then

2Ta (M) .Tb (M) = Ta+b (M)+Ta−b(M) (6)

Theorem 4.3If a= b+ c andp is a large prime number,

then
(2Ta(M) Tb (M) Tc(M)+1) (mod p) (7)

=
(

[Ta (M)]2+[Tb (M)]2+[Tc(M)]2
)

(mod p)

Lemma 4.1 Let g andh be elements of a finite field ,i.e. if

g+g−1 = h+h−1 theng= h or g= h−1

Lemma 4.2For anyg∈GF(p) andy= gt for some integer
t, we can find an integerM ∈ GF(p) and then construct a
chaotic maps sequence{Ta(M)} such that12

(

y+ y−1
)

=
Tt(M) ∈ Ta(M) in polynomial time.

Theorem 4.4If an algorithm AL can be used to solve the
chaotic maps problem overGF(p) , then AL can be used
to solve the discrete logarithm problem overGF(p) in
polynomial time.

Lemma 4.3 Let p, n andα be defined as above and G be
the group generated byα. To find v such that
a= Tv2(mod n) (α) mod p , wherea is given anda ∈ G,
one must solve both chaotic maps problem inG and the
QR ofn.
Now, we discuss some possible attacks on our signature
scheme. Note of the possible attacks can be used to break
the proposed scheme if solving both chaotic maps
problem and QR is feasible.

Attack 1. Adv wishes to obtain secret keyx using all
information that is available from the system. In this case,
Adv needs to solvey = Tx2(α)mod p which is clearly
infeasible because the difficulty of solving QR and CM.
Moreover, all secret integers like ¯p, q̄ are also hard to be
found.

Attack 2. Adv tries to derive the signature(K,γ,s) for
a given message M by letting two integers fixed and
finding the other one. In this case, Adv randomly selects
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(K,γ) or (γ,s) or (K, s) and finds or K or γ respectively
such that the following conditions are upheld:.

[Tγ2h(m)(α)]2+[TK2(y)]2+[Tγ2s(α)]2

= 2Tγ2h(m)(α)TK2(y)Tγ2s(α)+1(modp)

For example, say Adv fixes the values(γ,s) and tries
to figure out the value ofK. then Adv must deal with the
problem of findingK from ξ ∈ G

ξ 2−2ξ Tγ2h(m)(α)Tγ2s(α)+ [Tγ2h(m)(α)]2+

[Tγ2s(α)]2−1= 0(modp)
Therefore, ξ can be recovered by the following

equation:

ξ =
2Tγ2h(m)(α)Tγ2s(α)

2
±

√

(2Tγ2h(m)(α)Tγ2s(α))−4([Tγ2s(α)]2+[Tγ2h(m)(α)]2−1)

2

However, it is infeasible to findK from ξ = TK2(y)(modp)
even if Adv can getξ from the above Eq. From Lemma

4.3, we can see that this is equivalent to solving both the
chaotic maps problem inG and the factorization ofn. The
rest of two cases go similarly.

Attack 3. It is assumed that Adv is able to solve CM
problem. In this case, Adv knowsx2 from y= Tx2(α) but
cannot computesandγ from γ2h(m)≡ x2K2+γ2s(modn)
due to difficulty of breaking QR.

Attack 4. It is assumed that Adv is able to solve QR
problem. Thus, Adv knows the prime factorization of n.
In this case, Adv knowsγ from γ2 = xr (modn) but still
cannot calculate the third component signature, s from
γ2h(m) ≡ x2K2+ γ2s(modn) because he or she does not
knows the value ofx and K due to the difficulty of
breaking CM.

Attack 5. Adv may also try collecting T valid
signature(K j ,γ j ,sj ) on messageM j where j = 1,2, . . . , t,
and attempts to find the secret key of the signature
scheme. In this case, Adv has s equations as follows.

γ2
1h(M1) = K2

1x2+ γ2
1s1(modn)

γ2
2h(M2) = K2

2x2+ γ2
2s2(modn)

...

γ2
t h(Mt) = K2

t x2+ γ2
t st(modn)

In the abovet equation, there are(3t + 1) variables i.e.
(K j ,γ j ,sj) and x, where j = 1,2, . . . , t, all of which is
unknown by Adv. Hence,x remains hard to be obtained as
Adv generates an infinite number of solutions for the
above system of equations and cannot figure out which
one is correct.

5 Performance evaluation

In this section, we evaluate the performance of our
scheme and compare it with other related authentication
schemes. It is generally known that most of the mobile
devices have limited power resources and computing
capability. Therefore, one of the most important concerns
of design authentication scheme in mobile environment is
power consumption (including computation cost and
communication cost). Compared to RSA and ECC,
Chebyshev polynomial computation problem offers
smaller key sizes, faster computation. In our proposed
authentication scheme, there is no time-consuming
modular exponentiation and scalar multiplication on
elliptic curves needed. Since exclusive OR operation
requires extremely small computational cost, we neglect
its computation cost. For the convenience of evaluating
the computational cost, we define some notations as
follows.Th: time required to compute hash
function,Th ≈ 0.0005ms, which is negligible;Tch: time
required to compute extended chaotic function,
Tch ≈ 0.032ms; Texp: time required to compute
exponentiation function,Texp≈ 5.37s; Tmul: time required
to compute multiplication function,
Tmul ≈ 0.00207ms;Tsqr: time complexity for executing the
modular square root computation,Tsqr ≈ 0.0041ms and
Tinv: time required to compute inverse function,
Tinv ≈ 0.0207ms[27,28].
In Table 1, we summarize the efficiency comparisons
among our proposed scheme and other previous digital
signature schemes in terms of computational complexity
and the execution time. From Table 1, we can see that the
computation cost of our scheme is lower than that of
Ismail et al. and Chiou schemes on three phases.
Therefore, our proposed scheme is the most efficient one
compared to the other two related schemes in terms of
overall computation costs, and it can be claimed that the
execution time of the proposed scheme is suitable for
different real-life applications, including medical care
systems.

6 Conclusion

In this paper, we proposed a new digital signature
scheme. The security of our scheme is based on chaotic
maps and quadratic residue problems. Several possible
attacks have also been considered. In addition, the
performance comparison for the proposed scheme in
relation to the other studies has been analyzed, and we
conclude that the proposed scheme properly considers the
efficiency and robustness.
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