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Abstract: Based on analysis of security problems from malicious hosts, a special undetachable threshold digital signature scheme is
proposed. This scheme uses a cryptosystem based on conic curves and achieves the most important security characteristic of protecting
mobile agents against malicious hosts, that is, undetachability. Furthermore, this scheme solves the case where a host can force an
agent to commit to a sub-optimal transaction. Computational studies show that this scheme is superior to the RSA-based undetachable
threshold digital signature scheme.
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1. Introduction

1.1 Mobile agents
Mobile agents [1-2] are programs bundled with data

and execution states, typically written in platform inde-
pendent languages, that can suspend execution, migrate
to other computers connected over a network, and resume
execution there enabled with certain properties that work
on behalf of users in a distributed heterogeneous environ-
ment. They have two distinguishing characteristics: mobil-
ity and autonomy.

Mobile agent technology brings significant benefits to
many areas such as electronic commerce because of its ad-
vantages [3]. However, security is one of the main prob-
lems with this technology.
1.2 Security issues of Mobile Agents

Threats to the security of mobile agents generally fall
into four comprehensive categories [4]:

1. agent against agent platform
2. agent platform against agent
3. agent against other agents
4. other entities against agent system
Hohl [5] identified several attacks from malicious hosts

on mobile agents such as 1) spying on code, data, control
flow and interactions with other agents, 2)illegal manip-
ulation of code, data, control flow and interactions with

other agents, 3) incorrect execution of code, masquerad-
ing as another host, denial of execution, and 4) returning
wrong results for system calls issued by the agent.

Thus security issues, especially threats from potentially
malicious hosts, become a great obstacle to widespread de-
ployment of applications in electronic commerce based on
mobile agent technology.

2. Previous works on undetachable digital
signatures

2.1 The preliminary idea
Obviously, the signing key is easily compromised when

mobile agents migrate from one host to another or are
run on a malicious host. Suppose that we have a way to
conceal a function that produces a digital signature; the
problem then is that even if the real signature routine can
be kept secret, the whole routine could still be abused to
sign arbitrary documents, which makes the signing pro-
cess worthless. We therefore need a way to glue the sig-
nature routine to the function f that produces the output
that is to be signed. The output producing routine f could,
for example, add to each document a prefix saying that
the following digitally signed order form is valid only for
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a single train ticket issued for a specific date and costing
less than a certain price. Thus, the purpose of this paper
is to include in the general purpose signature routine some
task specific information which is forced to be part of the
signed file. This is the reason that Sander and Tschudin [6]
proposed the idea of undetachable digital signatures which
allow mobile agents to effectively produce a digital signa-
ture inside a remote and possibly malicious host without
the host being able to deduce the agents secret or to reuse
the signature routine for arbitrary documents. By binding
usage restrictions to a signature key given to the agent, the
damage a malicious host can do is potentially limited. The
approach is to encode constraints into the signature key. A
constraint is a restriction or a limitation such as a new iPad
costing no more than 300 USD. If the constraints are not
met a valid signature is not produced, preventing arbitrary
messages from being signed. Their main idea is as follows:

First, let Sig be a rational function used by C (a cus-
tomer) to produce the digital signature Sig(m) for an arbi-
trary message m. Next, suppose the message m is the result
of a rational function f applied to some input data x. Fi-
nally, the function v that C publishes to let others check the
validity of the digital signature z is regarded to be a valid
signature of m if and only if z = Sig(m) To create ”un-
detachable” signatures from the customer’s mobile agent,
fSigned = Sig ◦ f is computed, and fSigned and f are both
sent to S (a shop). S then evaluates both m = f (x) and
z = fSigned(x). Although the signature function Sig is not
known by others, every one can verify the validity of mes-
sage m by testing Ver(z) =? m , where Ver(z) is a verifica-
tion algorithm.

2.2 Some implementations
Kotzanikolaou et al. [7] presented an RSA implemen-

tation of undetachable digital signatures. However, this scheme
does not provide server non-repudiation because it does
not contain the server’s signature [8]. Lee et al.[8] pro-
posed an RSA based construction of undetachable digi-
tal signatures called ”strong non-designated proxy signa-
ture”. Their scheme is more secure than the scheme pro-
posed by Kotzanikolaou et al. [7] and often abbreviated
to ”LKK-SPS”. In 2002, a strong proxy signature scheme
with proxy signer privacy protection was published [9]and
a pragmatic alternative to undetachable signatures [10] was
also proposed.

2.3 Undetachable threshold digital signatures
To solve the problem that a host can force an agent to

commit to a sub-optimal transaction, Borselius, Mitchell
and Wilson [11] introduced the notion of undetachable thresh-
old signatures and proposed an RSA-based implementa-
tion. Suppose a user has a private signature key and a pub-
lic verification key. Suppose also that the user has a ’con-
straint string’ R, which defines what types of signature that
can be created. Then, an undetachable threshold signature
scheme enables the user to provide n entities with ’shares’
of the private signature key (where the shares are a func-
tion of R).

3. Cryptosystems based on conic curves

3.1 Conic-based cryptography
Besides RSA, there are some other encryption schemes

such as the encryption scheme using Plotkin arrays[12],
the encryption scheme from lattice assumptions [13] and
the encryption scheme based on conic curves. In 1999, Cao
[14-15] gave some feasible cryptosystems based on conic
curves. In 2001, Dai et al. [16-17] proved that some of
Cao’s schemes were no stronger than corresponding sys-
tems based on the multiplicative group. However, this does
not mean that cryptosystems based on conic curve are in-
secure. In fact, no effective attack has been found.

In recent years, some progress on conic-based cryp-
tosystems has also been achieved. Long, Cao and Chen
[18] proposed a new dynamic threshold commercial key
escrow (DTCKE) scheme based on conics. Yang and Liu
[19] proposed a protocol for zero-knowledge proof of iden-
tity based on ElGamal using conics. Motivated by the KMOV
scheme on elliptic curves, a public key cryptosystem scheme
was proposed by Chen, Song and Li [20] that was based on
conic curves over the ring Zn. Lin, Wang and Li[21] pro-
posed a digital multi-signature scheme on the generalized
conic curve over Zn. Furthermore, Lu, Cao and Zhou [22]
presented a threshold undeniable signature scheme based
on conics.
3.2 Conic curves over Fp

Let p be an odd prime number and Fp be a finite field
of order pand let F⋆

p be the multiplicative group of Fp .
The conic curve C(a,b) over Fp is the solution set in

the affine space GC(P2) of the equation y2 = ax2 − bx,
where a and b are elements in Fp.

Let H = {t ∈Fp : t2 ̸= a}
∪
{∞} . We can define a bijec-

tion P : H →C(a,b)where ∞→ (0,0), t → (xt ,yt), t ̸= ∞,
and xt = b(a− t2)−1,yt = bt(a− t2)−1 .

A conic ⟨C(a,b),⊕,P(∞)⟩ becomes an abelian group
under the operation ⊕ as shown below:

(1) for every P(t)∈C(a,b),P(t)⊕P(∞)=P(∞)⊕P(t)=
P(t)

(2) for any P(t1),P(t2)∈C(a,b) where t1, t2 ̸=∞,P(t1)⊕
P(t2) = P(t3) with

t3 =

{
(t1t2 +a)(t1 + t2)−1, t1 + t2 ̸= 0

∞, t1 + t2 = 0,

The cardinality of C(a,b) is given by

|C(a,b)|=

{
p−1,( a

p ) = 1

p+1,( a
p ) ̸= 1,

where ( a
p ) denotes the Legendre symbol.

3.3 Cryptosystem based on conic curves over ZN
Let p and q be prime numbers and let N = pq .
In the same way as above, the conic curve CN(a,b)

is defined as the set of pairs (x,y) ∈ Z2
N satisfying y2 ≡
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ax2 − bx(modN) . Cao [15] studied the case where p ≡
q≡ 1(mod6).

Suppose that
(a,N) = 1

and
(

a
p
) = (

a
q
) =−1

It is clear that 3|(2(p−1)(q−1)+1) since 2(p−1)(q−
1) ≡ −1mod3 . Thus, we have the pair of numbers 3 and
2(p−1)(q−1)+1

3 .The product of these two numbers is 1 mod-
ulo ϕ(N) = (p−1)(q−1), and the pair can be used as the
decryption key and the encryption key respectively.

Scalar multiplication is used to denote a repeat of ⊕
and the conic curve discrete logarithm problem (CCDLP)
is the following. Given a conic curve CN(a,b) defined over
ZN , a point P ∈ CN(a,b)of order n, and a point Q = l p
where 0 < l ≤ n−1 , determine l.

The security of this cryptosystem relies upon the diffi-
culty of factoring the integer N into its two prime factors
and the computational intractability of CCDLP [14].

4. Undetachable digital signatures based on
conic curves

Our scheme offers bilateral security for both customers
and shops inspired by the LKK-SPS scheme, and provides
more security than the LKK-SPS scheme. For instance,
our scheme is resistant to low exponent attacks and replay
attacks. The application scenario of the scheme is the typ-
ical one used in papers on undetachable signatures such
as [6-8] and [11] . The cryptosystem used in the scheme
relies on conic curves over ZN [14-15]. A secret sharing
solution based on Vandermonde matrices [23] proposed in
[24] is used in the Sign algorithm.
4.1 Settings

Settings for the customer:

–C is the identity of the Customer;
–NC is the modulus of C’s conic curve( NC is public);
–dC is the decryption key (i.e. the signature key) for C’s
cryptosystem( dC is private);

–eC = 3 is the encryption key (i.e. the verification key)
for C’s cryptosystem( reqC is public);

–reqC indicates the requirements of the customer;
–TC is the timestamp of reqC .

Settings for shops:

–S is the identity of a shop;
–NS is the modulus of S’s conic curve( NS is public);
–dS is the decryption key (i.e. the signature key) for S’s
cryptosystem( dS is private);

–eS = 3 is the encryption key (i.e. the verification key)
of C’s cryptosystem( eS = 3 is public);

–bidS is the bid information for S ;
–TS is the timestamp of bidS.

4.2 The operator ⊗
To construct undetachable digital signatures with bilat-

eral security, we propose a new operator:
First, the mapping Q is defined as

Q : C(ZN)→ H,⟨x,y⟩ → y
x

where H = {T ∈ ZN : t2 ̸= a}
∪
{∞} . In effect, Q is the

inverse mapping of P. Then the operator ⊕ is defined as

⊗ : C(ZN)×C(ZN)→C(ZN)

⟨x1,y1⟩×⟨x2,y2⟩ → Q(⟨x1,y1⟩) ·P(Q(⟨x2,y2⟩))

Proposition 1.⊗ satisfies the left distributive law with re-
spect to ⊕.
Proof. Let ti = Q(⟨xi,yi⟩) ,i = 1,2,3 . then

⟨x1,y1⟩⊗⟨x2,y2⟩⊕⟨x3,y3⟩

= Q(⟨x1,y1⟩) ·P(Q(⟨x2,y2⟩⊕⟨x3,y3⟩))
= t1P(Q(P(t2)⊕P(t3))) = t1(P(t2)⊕P(t3))

= (P(t2)⊕P(t3))⊕· · ·⊕ (P(t2)⊕P(t3))︸ ︷︷ ︸
t1

= P(t2⊕· · ·⊕P(t2)︸ ︷︷ ︸
t1

⊕P(t3⊕· · ·⊕P(t3)︸ ︷︷ ︸
t1

= (t1P(t2)⊕ (t1P(t2))

= (⟨x1,y1⟩⊗⟨x2,y2⟩)⊕ (⟨x1,y1⟩⊗⟨x3,y3⟩).

4.3 Security scheme
The security scheme is composed of four algorithms.

[1] SetupAgents
The customer C runs the following algorithm:

{a0,a1, ...,at−2}←$ ZϕNC

at−1←$ {1,2, ...,ϕ(NC)−1}

Generate the polynomial g=∑t−1
i=0 aixi,dC← g(0) For each

j = 1,2, ...,n , computes dC← g( j),hC← hash(C||reg−C||TC),0≤
h < NC and K j← dC ·P(hC)

Give (C,reg−C,TC) and hC to the j− th agent A j.
Give the following undetachable threshold signature

function pair to the j−th agent A j as part of the executable
code:

f (x) = x ·P(hC) (1)

and

fSigned, j(x) = x ·K j (2)

For each j = 1,2, ...,n , let Str j = K j||hC||... be the string
of key parameters for A j, generate the signature of Str j
as σStr j = dC ·P(hash(Str j)) : and give σStr j to the j− th
agent.
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[2] VerifyAgent
After the j− th agent A j migrats to the host of S , the

following equation should be verified first:

P(hash(Str j))≡? eC ·σStr j

If this is a valid signature generated by C, then S believes
that the key information C gives to A j is not modified by
any malicious host.
[3] Sign

Suppose that the shop S gets t or more valid agents
and S is willing to deal with S. Then S can generates an
undetachable signature ζ and a signature ζS on behalf of
himself. To simplify the description, we suppose that these
t agents are Ax1 ,Ax2 , ...Axt .

Suppose that

X =


1 x1

1 · · · xt−1
1

1 x1
2 · · · xt−1

2
...

...
. . .

...
1 x1

t · · · xt−1
t


The adjoint matrix of X is

X∗ =


x∗11 x∗12 · · · x∗1t
x∗21 x∗22 · · · x∗2t
...

...
. . .

...
x∗t1 x∗t2 · · · x∗tt


Compute

hS← hash(C||reg−C||TC||S||bid−S||TS),0≤ hS < NS

ζ ←
t

∑
i=1

t

∑
j=1

(x∗j,i · fSigned,xi(hS))

ζS← dS ·P(hS)

The shop gives S,bid−S,TS,ζ ,ζS,hS to the agent.
The agent then migrates to next host of another shop

and repeats the operations above. After the mobile agent
has travelled around all the shops, it goes back to customer
C. If there is at least one shop bid satisfying the require-
ments of C, then the transaction can be completed.
[4] Verify

Whether the transaction is valid or not can be checked
using the following two equations.

πP(hS)⊗P(hC) =
? eCζ (3)

P(hS) =
? eSζS (4)

If C worries that a malicious host has deleted some
bid information of other shops, cryptographic tracing [25]
can be introduced to protect the computational results of
the roaming agent. Heavy penalties should be imposed on
the owners of malicious hosts to prevent their attempts to
obtain dishonest profits in this way again.

5. Analyze of the scheme

5.1 Correctness and security
Proposition 2. Suppose that Sig(x) = dCx and fSigned(x) =
dCx ·P(hS) . Suppose that f is defined as in equation(1) and
that fSigned,x is defined as in equation(2). Then the pro-
posed scheme is an undetachable threshold digital signa-
ture scheme.
Proof.

(Sig◦ f )(x) = Sig( f (x))

= Sig(x ·P(hC)) = dCx ·P(hC)≡ fSigned(x).

Suppose that the determinant of X is π = det(X) =
∏t≥i> j≥1(xi− x j) and that π is an invertible element on
Zϕ(NC).

π−1
t

∑
i=1

t

∑
j=1

(x∗ji · fSigned,xi(•)) = π−1
t

∑
i=1

t

∑
j=1

(x∗ji ·Kxi)

= π−1
t

∑
i=1

t

∑
j=1

(x∗ji ·dCxi
·P(hC))

= π−1[
t

∑
i=1

t

∑
j=1

(x∗ji ·dCxi
] ·P(hC))

= (π−1π)(dCP(hC)) = Sig◦ f .

If π is not invertible on Zϕ(NC) , then the above equation
does not hold. However, a similar process works without
π−1 . In effect, the correctness and security of the scheme
are not affected by π−1.

Proposition 3. A transaction is valid if and only if equa-
tions (3) and (4) are true and all timestamps are valid.
Proof. If the mobile agent is not detached, then:

ecζ = ec

t

∑
i=1

t

∑
j=1

(x∗ji · fSigned,xi(hS))

= ec

t

∑
i=1

t

∑
j=1

(x∗ji · (hS)Kxi)

= ec

t

∑
i=1

t

∑
j=1

(x∗ji ·hSdCxi
·P(hC))

= ec

t

∑
i=1

t

∑
j=1

(x∗ji ·dCxi
)hSP(hC)

= ecπdChS(modϕ(NC)) ·P(hC)

= πhCP(hC)

= πP(hS)⊗P(hC).

eSζS = eSdS(modϕ(NS)) ·P(hS) = P(hS)

The security of the equations above relies upon the dif-
ficulty of CCDLP [14].
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5.2 Computational advantage
RSA is vulnerable under the low exponent attack found

by Coppersmith [26] but cryptosystems based on conic
curves are not [15]. This scheme offers security relying
on the difficulty of the factoring problem, which is the
same as the RSA implementation of undetachable signa-
tures, but the verification key, 3, is far shorter than that for
the RSA implementation [11]. Thus, the speed of the most
frequent operation, verification, is very fast.

An experiment to compare the speed of verification is
performed using Java with JDK 1.4 on an IBM ThinkPad
T43 with Intel CPU 797 MHz running Microsoft Windows
XP. 1024-bit modules are used for both cryptosystems.
The public keys for RSA are chosen randomly. 256-bit
randomly generated binary strings are used instead of the
output of secure hash functions for convenience. The mean
verification time for 1000 trials of the RSA cryptosystem
is 38ms, whereas only 1ms is needed for the scheme using
conic curves.

6. Conclusion

In this paper, we present a novel implementation of unde-
tachable threshold digital signatures and a correspondent
security scheme. Compared to [11], our scheme uses a dif-
ferent cryptosystem to construct undetachable signatures.
This scheme can control the risk of signature key com-
promise as well as the risk that the signature routine may
be abused to sign arbitrary information. It also solves the
problem of a host forcing an agent to commit to a sub-
optimal transaction. Since our scheme can resist reply at-
tacks and protect integration of a shops bid information,
it is more secure than the signature scheme in [11]. In ad-
dition, our scheme has the computational advantage men-
tioned above. Further adaptation of our scheme and algo-
rithms may be useful in various contexts such as ad hoc
networks [27] and wireless sensor networks [28].
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