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Abstract: Encryption is a technique used to enhance the security oé &¥ilrendering its contents incomprehensible. The habitual
transmission of digital images requires that they are mageeivious to unauthorized access. It is, however, tediowntrypt or
decrypt images directly. The Arnold transform, better knawg the Arnold cat map, is the most commonly used chaos-tiasep
encryption technique that works by shuffling image pixelsnédified form of the general Arnold cat map is proposed in dniile.
Arnold cat map uses only shearing, whereas the proposedrthathizes both interweaving and shearing. Like Arnolchsfmrm, the
proposed method also reconstructs the original image aftertain number of cycles (iterations). The proposed naethkes more
than twice the number of cycles as Arnold’s to bring back thigieal image.
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1 Introduction algorithms to scramble watermark imagé@s3[4], so as

to enhance their privacy and robustness. An image
With the rapid advancement of multimedia technology onencryption scheme presented ] combines shuffling
the Internet, vital information increasingly becomes positions and changing the gray values of the image
available in the form of images and videos, with security pixels to set off confusion in the relationship between the
becoming a serious issue. Images can be secured bsipher image and the plain image. Here, the Arnold cat
means of encryption. Owing to certain intrinsic map shuffles the positions of the image pixels in the
characteristics of images like high data redundancyspatial domain. But the author o][found the scheme
strong correlation among neighbouring pixels and bulkpresented ing] unable to resist chosen-plaintext attacks
data capacity, however, image encryption differs from thatand known-plaintext attacks, and based on the scheme in
of text. Consequently, algorithms suitable for textuabdat [5], proposed a modified scheme i6] which can resist
may not be as appropriate for images. Despite theboth types of attacks. The Arnold transform augments
sizeable number of image encryption algorithms insecurity [/] and scrambles image slices to enhance
existence, image scrambling is a common methodsecurity B] so that an authenticated receiver with an
employed to encrypt image data so as to hide contenappropriate key alone can descramble the images.
from unauthorized users. Chaotic maps are useful in The authors of 9] have proposed a fragile
ensuring the security of digital images by means ofwatermarking algorithm in which the Arnold cat map
scrambling, because they are easy to generate bugcrambles the original image before the watermark is
deterministic and difficult to predict. The base of theseembedded into it. Encryption schemes are proposed,
maps is a combination of substitution and diffusi@h [n based on the Arnold transform, along with other chaotic
the substitution stage, the chaotic map shuffles imagenaps such as the Henoh( and quantum 11] chaotic
pixels and in the diffusion stage, pixel values are altered. maps. A cryptosystem for RGB images is designed in

The Arnold transform, a chaotic map, is an effective [12] with the affine hill cipher (AHC) over theSLn(Fg)

image scrambling tool used widely in digital image and M,(Fq) domains, along with the Arnold transform.
scrambling. The transform is used in watermarkingBased on the generalized Arnold transform, an image
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zero-watermarking scheme with spread spectrum andEquations {) and @), specifically, R,56] can be
de-spreading (SSD) techniques is presentedLB). [An represented as
optical multiple-color image security system based on the
generalized Arnold map in the gyrator transform domain

is investigated by14]. In [15] a double image encryption X 11X modN (3)
algorithm is designed by using Arnold transform and _y’_ 112 1y

discrete angular transform. The Arnold transform is used

to obtain the embedding positions of the watermark inand

[16]. A quantum realization of the generalized Arnold 1 T2 1] I¥]

transform is designed irLf]. v~ (11 ]y modN (4)

In most cases, as exemplified in the literature above, S s e

the Arnold transform serves its basic purpose, that ofrespectively. In equation$) and @), (x,y) represents the

scrambling image pixels. The result is utilized for various position of a pixel in the original image(x,y), the

purposes like watermarking and enhancing security. Aposition of the pixel in the transformed image; addhe

new transformation method proposed in this article isorder of the image.

based on the Arnold cat map and mainly deals with

increasing the key space by much more than the one

offered by the Arnold transform. Also, the proposed 3 The Proposed Transform

transformation shuffles the pixels better at the earliest

iterations than the Arnold, thus rendering the proposedrhe proposed transformation matrix uses the basic

transformation  eminently appropriate for real-time principle behind Arnold's transformation matrix.

applications. o ) _Arnold’s transformation matrix is based on the shearing
The rest of this article is organized as follows. Section{ ansformation both in the x and y directions, as given

2 describes the Arnold transformation for an image. Thebelow, where the shearing factor is considered to be one.
proposed new transformation is detailed in Section 3. The

investigations undertaken on the proposed method are

given in Section 4. The applications of the proposed [1 1] and [1 0} 5)
method are briefly dealt with in Section 5. Finally, the 01 11

conclusion on the findings is presented in Section 6.
The matrices ing) represent the horizontal (shear parallel

to the x-axis) and vertical (shear parallel to the y-axis)
2 General Arnold Transform shears respectively. In addition to the matricesSp the
proposed method considers two more shearing
The Russian mathematician, Vladimir Arnold, proposed atransformation matrices given i8)
chaotic transformation termed the Arnold transformation

or Arnold cat map 18], while working on the ergodic 11 01
theory. The implementation of the transformation is very [1 O] and [1 1} (6)
simple: a matrix transforms the coordinate positions in an

ﬁ,ré?'enssleémﬁgﬁbi?doft?i ra!t??c?r?: _ll_shec%r;;‘uisn ?II imgh eainSThese matrices not only shear but also interweave, i.e.,
. > g nag e pixels are laterally shifted in relation to each otheat an
restored after reaching a certain number of iterations, an lend closely. The affine transformation matrices shown

the number of iterations is the key to the transform. : D . .
The transformation randomizes the original glng)@are then formed by multiplying the matrices ) (

organization of its pixels. The number of iterations taken
to regenerate the original image is called the Arnold
period. To encrypt, a number less than the period is 14 31
chosen as the encryption key. In general, the Arnold [1 3] and [4 1}
transform f4,16)] is expressed as

()

Thus the proposed transformation can be stated as in

Equations ) and Q).
! 1
¥ =Bl [ men o
X 14| |x
X ab+1al |x [y’] N {1 3} M modN ©
b - e @
wherea andb are any positive integers| is the order of [X/] — {3 1} m modN (9)
the square image and, y, X, y € {1,2,3,...,N}. y 41 ly
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The matrices in¥) are formed, based on the order in which -

the shearing occurs. if andv are the shears along the x- ' ' ——
axis and y-axis respectively, then by the order of their first ‘ ’QmLfs_eu
occurrence, (i) the shear along the x-axis and (ii) the shea ' i
along the y-axis, and the general transformation matrix for
the proposed method can be expressed asdnand (L1) 800 -
respectively. 5
'% 600 /
7T [lut1 - ’
X u+1j (X
e @ w
200
x’} [ v 1] H i
= modN (12) I & o —9 . ;
[)/ v+11fly % 4 8 16 32 84 128 286 512

Image Si
In the equations1(0) and (1), the values ofi andv are R

any positive integerd+ 3, n > 0, N, the order the image,
(x,y), the pixel positions in the original image afud,y) Fig. 1: Periodicity of Arnold’s and the proposed method
is the pixel position in the transformed image.
Like the Arnold cat map 0], the proposed
transformation is also an automorphism and both
one-to-one and onto. The mapping of the transform caris called the pixel map. The row number and column
be defined as inl@) and (3). number of the map describe the position of each pixel.
Matlab is used to produce the experimental results.
Consider an imagk Let p be the number of pixels in
Fo(xy) = (x+(u+1y,x+uy)modN  (12) 4 row or column, and andc be the row number and
column number respectively within the range
{1,2,3,...,p}. Transforming the image under the
. proposed transformation method maps the set of pixel
I (6y) = (W, (v 1x+y) modN (13) points in | from the current pixel positiongr,c) to
Also, the absolute values of the determinant of the@nother setof pixel positior(s’,c’) in I. Thatis,
transformation matrices are 1.

and

r lu+1f|r r’
" ([e]) = 3 e e[
abs(‘lutlb =abs(u—(u+1))=abs(-1)=1 ¢ Loufle c
wherer’ and ¢’ are the remainders resulting from the
application of modN. Therefore, each pixel position is
v 1\ B B T mapped to a new position within the same pixel map.
v+1 1’) = abs(v—(v+1))=abs(-1)=1 Since there ig? number of pixels in the pixel map of

1
abs(
I, a pixel can take, at mosp? iterations to return to its
This confirms that the transformation preserves the aregriginal position. This defines the key space of the
[20]. That is, the transformed images are mapped back tqransformation. When an image of siz&ig transformed
the same area. with the Arnold cat map, it takes(2"2), n > 2 iterations
for a pixel to return to its original position. The major
contribution of the proposed method is to increase this
4 Performance Evaluation period so that the key space becomes larger. For example,
considerp = 64 = 2°. Table 1 shows the traversal of a
The proposed method is a chaotic transformation forpixel position (34, 49) in both the Arnold transform and
images. That is, on application, if observed, the iteration the proposed method. It is observed that the proposed
produce directional streaks and after a certain number omethod takes 128 iterations to return the pixel to its
iterations the image returns to its initial state. The numbe original position whereas the Arnold transform takes only
of iterations taken by the image to return to its initial stat 48 iterations, which is less than half taken by the
is referred to as the perio@(]. proposed method. The period fpr= 128 = 27 = 26+1,
In this article, only square images of siz& 2n > 1) Thus for an image of size€"2n > 1, the proposed method
are considered. Each individual point in an image istakes 2! iterations for a pixel to return to its initial
referred to as a pixel and the xy-plane where they are laigosition.
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Table 1: Pixel Traversal

. Initial
Iterat e
erations position 16 32 48 96 112 128
Proposed
c
_ 5 | method (35, 49) (19, 9) (3,33) | (35,17) (3, 1) (51, 25) | (35, 49)
22
a s
Arnold (35, 49) (49,18) | (44,58) | (35,49 — — —
Table 2: Periodicity
N 2 4 8 16 32 64 128 256 512
Arnold’s 3 3 6 12 24 48 96 192 384
Proposed method 4 8 16 32 64 128 256 512 1024

5 Applications

The proposed method can be applied during the
pre-processing of watermark images prior to embedding
them into the carrier images in image watermarking
algorithms. The method can be used in the confusion
stage of image encryption to maximize information
security while storing and transporting image
information.

(b)

Fig. 2: (a) Lenaimage (b) Peppers image 5.1 Image Water mar ki ng

The image shown in Fig2(a), Lena, is considered the
carrier image and Fig2(b), Peppers, the watermark. The
Table 2 presents the iterations needed for a pixel todiscrete wavelet transform (DWT) is used to embed the
return to its initial position with Arnold’s cat magdfl and  watermark into the carrier image. The results are
the proposed method. presented in Fig5. The watermark is embedded (i)

The graph shown in Figl illustrates the periodicity directly into the carrier image without applying the

difference between Arnold's cat map and the proposed’’oPosed method, and (i) after pre-processing with the

method. The periodicity of the proposed method is 8/3 =aPplication of the proposed method. The watermarked
2.6667 times greater than Arnold's cat map. Thus, theéMages from both (i) and (i) are presented in Figa)
nd Fig.5(c) respectively and the extracted watermarks

transf i le to off K ford
Egiﬁgsgodn.rans fom is able to offer more key space fo are depicted in Fig5(b) and Fig.5(d) respectively. The

. unscrambled watermark after the application of the
It is also observed that the proposed method Showgnyerse transform of the proposed method is shown in Fig.
better scrambling, compared to Arnold’s cat map. Rg. 5(e).
shows the original images considered, Lena and Peppers. |t the watermark is applied with the proposed method
Both are bitmap images with dimensions of 542512 hetore embedding, changes made on the watermarked
a_lnd s]zecJ_I 257 KB. The outputs of eight iterations arejmage make the watermark indecipherable after
listed in Fig.3. extraction. This helps in the secure transmission of the
From Fig.3, it is observed that the 384iteration in  watermarked information. Figs shows the results after
Arnold’s transform reconstructs the original image. But in cropping 6.25% of the watermarked image from all the
the proposed method, which seems to be like it, that is nofour sides. When the watermark is embedded as such, the
the case, since the iterations following it start scrantplin cropped watermark can be extracted. However, if it is
the image again. This lead to confusion in terms ofapplied with the proposed method, the pixel scrambling
determining the decryption key to crack the encryptedprocess results in unintelligible watermark extractiont N
image. The next four iterations of the proposed transformeven the application of the inverse transformation of the
on both the images are listed in F&. proposed method can help extract the contents of the
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Fig. 3: Comparison of the proposed transform with Arnold transform
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No. of Iterations

Lena

Pepper

(d) @

Fig. 5: (a) and (c) Watermarked images (b) and (d) Extracted watd{a) Unscrambled watermark

information in question. The result of the same is shownpixel values (diffusion). The proposed method can be
in Fig. 6(e). used as a confusion technique as it permutes the position

of the pixels and not their values. Fig. presents the

original Lena image and its scrambled form, along with
5.2 Image Encryption their respective histograms. From the figure, it is observed

that the scrambled image looks like an encrypted image,
Many image encryption schemes are based on the®wing to the transposition of the image pixels. But the
confusion-diffusion architecture2ll]. The encryption histograms, however, clearly show that the information
process is based on the number of iterations whichcontent in both images is the same. Hence the proposed
transposes the image pixels (confusion) and modifies the
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Fig. 6: (a) and (c) Cropped watermarked images (b) and (d) Extraetéermarks (e) Unscrambled watermark
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Fig. 7: (a) Original image (b) Histogram of the original image (cy&ubled image (d) Histogram of the scrambled image
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system, along with other diffusion techniques, produces g10] A. Soleymani, M.J. Nordin and E. Sundararajan, A Chaoti
better encrypted image. Cryptosystem for Images based on Henon and Arnold Cat
Map, The Scientific World Journal, 21 pages (2014).
[11] H. Liu and C. Jin, A Color Image Encryption Scheme based
. on Arnold Scrambling and Quantum Chaotic, International
6 Conclusion Journal of Network Security, Vol. 19, No. 3, pp. 347-357
(2017).
Images are widely used in the web, and ensuring theif12] D.C. Mishra, R.K. Sharma, R. Ranjan and M. Hanmandlu,
security in terms of unauthorised access is crucial. Anew  Security of RGB Image Data by Affine Hill Cipher over
chaotic image encryption method, based on the Arnold  SLa(Fg) and Mn(Fq) Domains with Arnold Transform,
cat map, is proposed for the same. It is observed that the  Optik, Vol. 126, No. 23, pp. 3812-3822 (2015).
proposed method gives greater scrambling choices thal3]L. Sun, J. Xu, X. Zhang and Y. Tian, An Image
the existing Arnold’s cat map. This results in more chaos ~ Watermarking Scheme using Arnold Transform and Fuzzy
and better encryption by providing a larger key space. quoth SupportVectorMachlne, Mathematical Problems in
The proposed transformation is an automorphism ang_ _ Engineering, 14 pages (2015). _
both one-to-one and onto. Further, it preserves the area as* M-R. Abuturab, Generalized Arnold Map-based Optical
well, given that the pixels lie in the same pixel map, Multiple Color-image Encoding in Gyrator Transform

following the transformation. Certain applications of the (Dz%Tg)m, Optics Communications, Vol. 343, pp. 157-171

proposed method are also presented. [15] Z. Liu, M. Gong, Y. Dou, F. Liu, M.A. Ahmad, J. Dai and S.
Liu, Double Image Encryption by using Arnold Transform
and Discrete Fractional Angular Transform, Optics and
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