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Abstract: The reasonable preprocessing methods based on the chiatmst@f the carriers can improve the performance of fgdin
algorithm largely. Respectively related with robustnesd @visibility, the energy and structure characterist€she carriers should
be necessarily analyzed before the data hiding. In thisrp#pe original carrier is filtered by the Gaussian pyramidP@ generate
sub-images with different energy level, which can be seftets the embedding regions for the information with difierebustness.
And the Color Field Structure Analysis is used to processtlieimages after GP to obtain the specific space parameléh ean be
considered as the modified data for the secret informatiowl. #& the same time, some optimization theories like the dtagchaotic
map, Knight’s Tour traversal and the genetic algorithmsuse to improve the consistency between the original amnb starrier. At
last, the experimental shows the achievements about rssstinvisibility and the ability against steganalysishi$ scheme in the
form of data.
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1 Introduction Gaussian Pyramid theory, we generate ladder-like energy
distribution regions to embed information according to
An important task in information hiding is to balance invisibility, robustness, anti-analysis and sensitivity
measures such as robustness, invisibility, capacity, and sAccording to color space multi-channel characteristics of
on. These measures are closely linked with energy andligital image, CFSA is proposed based on mode and
structural characteristics of cover image. Mostintensity as a cover image pretreatment method to
information hiding algorithms for digital images are represent the binary data by its direction. Our objective is
based on spatial domain theories or frequency domairio embed different information into regions with different
theories. Some algorithms often have advantages t@nergy ratio, such as follows: embed robust information
satisfy one or a few requirementg[[2][3][4][5]. But the  into high energy region, fragile information into low
previous algorithms cannot satisfy most of theseenergy region and the main information into medium
requirements at the same tin&j[[7][8]. This may be due energy region with high-capacity.
to the fact that those algorithms leave energy and
structural characteristics of the cover images out of
consideration. 2 Gaussian Pyramid and CFSA
To deal with this problem, the recent research focuses
on pretreatment methods based on energy and structurd. Gaussian pyramid (GP) is an effective and simple
Some algorithms based on multi-wavel8t lecompose  structure with multi-resolution to explain image<)]. GP
digital images into sub-images with different energy ratio is of good visual effect and less computationally
so the secret information can be embedded into differenintensive. The Figure 1 shows the structure map of GP
regions according to their robustness. five layers and GP transformation to the Lena image. The
In this article, we put forward hiding generation original imageGy is repeatedly operated to generate the
principles based on energy and structure. By usingsequence of reduced resolution ima&geG,,Gs,Ga.
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Table 2: Embedding rules based on CFSA.

Stand For Vector Direction
00 /2871 (1 4 4a)m /281
01 [+ aX)m /28 (14 20)7/2F)
10 [(1 4 207 /2F, (3 + 4X)w/2F+L)
11 (3 +4\)m/25 L (14 M)m/2k 1)

(a) The structure map of GP (b) Gy

Fig. 1: Structure map of Gaussian Pyramid and Lena Gaussian DEFINITION 4 . Informaion Matrix is a color

Pyramid five layers. information matrix based on structure. The elements
composed of image pixel information. The position is the
same as cover image matrix. The value of pixelj) is

Table 1: RTV comparison of filtering and noise. denoted asyj. Computational formula is defined in Eq.3.
Integration Factor Relationship | Integration Rule | Matrix Information Matrix is denoted ds
Entropy Direct Weights h > 1 H
Texture Contrast Direct Weights d > 1 D a‘l = C‘ j T (3)
Energy Direct Weights e > 1 E DEFINITION 5. Color Modeling is used to convert
Uniformity Inverse Weights r < 1 R color information into Color Field Structure, and
Gradient Direct Weights h > 1 G computational formula is defined in Eq.4.

M = I mod 21 (4)

The CFSA use directiof0,2m] to express the color . o .
and structure information of digital image. It can map 3 Information hiding algorithm
color intensity into the direction of space field structure o
according to color space multi-channel characteristicsn€ direction value of CFSA represents the data
CFSA can inherit the characteristics of color spaceinformation of cover image. Embed information by
properties. The greatest advantage @ color space is  changing the dlrectulzn. Table 2 lists the embedding rules,
to eliminate the correlation between each colorwhereA =(0,1,...,2°~1),k=(0,1,....+0)cZ*
component of RGB. Compared with ordinary color  Change the direction according to the proximity
information, la8 color space has advantages in the Principle. It can be seen from Table 2 that the maximum
application of information hiding technology. In this variation is 77/2% Fig. 2 is the schematic diagram of
paper, choosk 3 space as input matrix of CFSA. embgddlng rules when k=2. For example, every black
DEFINITION 1. Color Space Matrix is the row areais stands for 00.
matrix which is made up of multi-channel color
components of image, and the definition is shown in Eq.1
which choosesa 3 Color Space:

C=1,a,p] 1)

DEFINITION 2. Integration Module is a matrix set,
and contains image structure weights which are closely
related to the performance of information hiding.
Integration Module is used to generate the Integration
Matrix. Integration factors include texture and gradient
information, and the integration rule of Integration
Module in CFSA is proposed in Table 1.

DEFINITION 3 . Integration Matrix is the weight
matrix which is generated by Integration Module
according to the application requirements. Integration
Matrix is denotedr, shown in Eq.2:

Fig. 2. Embedding Express.

Energy ratio of G;, Gy, Gz, and G4 of GP is
approximately 8.1:4.2:2.4:1.6. Based on this feature, Fig
3 shows embedded region strategy of GP-CE3:is

T-WxZT @) robustness regiori;; andG3 are data embedded regions,
and Gy is a fragile sign region. The process of GP-CFS
in whichW is the weight matrix of Integration Factor has nine steps:

andW = [hderg], Z is Integration Factor Matrix and = Stepl . Transform the cover image with GP to obtain
[HDERG]. four sub-images;
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4 Simulation Experiment
RobusF Embeq
Inf"‘g‘]a“"“ Infmg_“za"m Simulation environment is Matlab7.0.0.19920. Cover
_ _ image is Lena (256 256) (Figure 4(a)). Secret image is
Embed Fragile binary. image Baboqn (54 64) (Figurg 4(b)). Get the
Information | Sign stego image shown in Figure 4(c) which is based on the
Gs Ga GP-CFS wherk = 10.

Fig. 3: Embedding Region.

Step2 . Obtain the CFS of four sub-images separately
lé?sed on Eq. (1)-(3) and express thenG4sG, ,G; and
A
Step3. Code G, and G with row traversal method . o
based on the rule listed on Table 1 and symbolize them Fig. 4 Hiding and result of GP-CFS.
separately a&, =ty,t),...,t,t andGj =t{,t5, ... .t/ .t"
Get the final coding of unit&; andGs from G, andGj, , o ]
and represent them as k determines density division of embedding area. The
Gt/ t/ tht!, . ottt =ttty N=2i more density of area division, the smaller of the direction
Stle;p14’ lzjsze, Loé;igtilt(:’rrl{alpping’of7ch,aotic map algorithm of CFSA changed, and the better invisibility performance
to optimize information, as defined in Eq. (4). Suppose theggm's tS;thc‘)algle.cg(s)rv'esvelrﬁ;hicbtl?n%rloresr’Ig"ﬁ TLgehelro%f
parameter iy and initial value isxx The bit series after . putati IS. P v '
the logistic mappbing iS5 — b*.b%. b . b images randomly selected. It can be proved that when
9 PPING 13y = 1,102, - By, On- 8 < k < 17, invisibility is fine under considering cost.

Robustness test algorithm is defined in Eq. (6). Q is

(a) Cover image (b) Hiding information  (c) Stego image

Xkr1 = Xk (1—X¢), Xk € (0,1) (5)  robustness test value (RTV).
Step5. In order to optimize the sequence of embedded 2 2, DO D)
bits with genetics algorithm, suppoBeas the amount of Q=7 — (7)
the same bit value in matched positions betw&p and 2y 2o BN IEN)

C. Optimize x¢ using genetic algorithm to maximize.
The optimization model based on GP-CFS is Eq. (5). Getyp,
the optimal solutiory by genetic algorithms optimization.
Puty into G to obtain the optimal embedded b, =
by, b,.... b, b

Operated object is stego image Figure 4 (c). Figure 5
ows the result of different attacks such as JPEG2000
compression, cutting, filtering and noise. Information
extraction is the most preserved when Q=100.

F (y) = MaxF (x) = Maxy (th&bf) (6)

Step6. Change the direction of CFSA based on the
rules listed in Table 2. Embe@] into G, and Gz with
RAID4 row traversal. The basic data unit of RAID4 is
composed by eight bits;

Step7. Gy is the most robust region in four GP
sub-images. In order to judge and recover the imperfec
information, we embed the cyclic redundancy checkg _

(CRC) Of RAID4 (I'eCOI’dEd. aQL)' the optimization (d) wiener? filter_[3,3] () Gaussi_p=0,6"=0.003 (f)'salt & pepper'_d=0.15
scrambling parameteysandu in Gy; Q=40.41 Q=64.49 Q=30.36

Step8. G4 is the most vulnerable region in four GP sub-
images. Embed the CRC of RAID4 (recordedrRis) in
Gg. Information receiver can judge quickly by comparing
R- andR" when the stego image is attacked:;

Step9. Restore the modified images into Stego images  According to experiment, embedded information can
by GP inverse operation. be identified wherQ reach about 40. Figure 5 and Figure

Fig. 5: Results of robustness experiment.
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Table 3: Detectable rate of attacks. Table 4: Invisibility comparison based on PSNR.
Attacks JPEG2000 | Cutting | Filtering | Gaussian | ’salt pepper’ Algorithm | GP-CFS LSB DCT DWT | DWT&DCT | DWT&LSB
Detectable rate (%) 90.13 85.21 88.72 98.56 97.48 PSNR 36.4564 | 24.6581 | 26.5735 | 31.5894 30.8332 31.9827

Table5: RTV comparison of filtering and noise.

6 show that GP-CFS is robust against JPEG200(

Information Hiding Algorithm

compression below 64%, cutting below 41%, common Attacks GP-GFS | DOT-LSB | DWI-LSB
ﬁ|tering and adding noise. 3,3] median filter / 3,3] wiener? filter 56.28/42.41 | 50.98/40.40 | 53.99/42.07
Gaussi (i1 = 0,0% = 0.003) / saltpepper’ (d = 0.15) | 60.11/24.81 | 61.89/20.81 | 57.94/22.65

100

PEG2000 —+— ] difference value. Detect the 50 random pictures which

80

i o - 1 hiding information based on HOSWC. Figure 7 (b) shows
& 4r 1 that there is no one or more threshold value found to
20 - 1 recognize which pictures embedded information. Thus

show that GP-CFS resists such analysis.

According to PSNR, GP-CFS has advantages in
invisibility compared with the space domain methods
such as LSB, frequency domain methods such as DCT
and DWT and some developed algorithm. Table 4 shows
that invisibility increases by 229% averagely when
embedding rate is 25%.

Figure 8, Figure 9 and Table 5 show robustness
R indicates the algorithm has excellent sensitivity of COmparison results when embedding rate is 25% based on
image processing. Table 3 lists the detectable rate wheRfTV-

JPEG2000 compression ratio is 5%, random cutting ratio
is 5%, [3, 3] median filter, Gaussiam£0, 0% = 0.003)

0 20 40 60 80 100
Ratio of Image Compression and Cutting (%)

Fig. 6: Robust experiment of JPEG2000 and cutting (Q).

Sensitivity to image attacks is the peculiar
characteristic in GP-CFS. Comparison betwé®h and

and’salt& pepper’(d = 0.15 ). The average of detectable 100 . . .

rate is 9182% 80 DV e o ]
RS can detect whether or not having hiding £ ¢ L 1

information by comparing the difference value between 2 | .

Rn and R, , Sy and S, . Higher order statistics 20 F .

detection algorithm based on wavelet coefficients 0 =

(HOSWC) is a general detection algorithm. Use the
algorithms above-mentioned to analyze the performance
of GP-CFS. Experiment results are shown in Figure 7.

Ratio of Image JPEG2000 Compression (%)

Fig. 8: Compression comparison.
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Fig. 7: Robust experiment results of GP-CFS (RS and HOSWC).

Fig. 9: Cutting comparison.
Figure 7 (a) shows that the maximum difference value
of R is 332 (except initial difference value about 153).
The maximum difference value @& is 155. It indicates The results show that RTV of GP-CFS increase by
that the embedding rate can not directly influence on43.31%, 19849%,513%, 285%, 4480% and 2476%
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averagely compared with DCT-LSB and DWT-LSB under algorithm and RAID4, this scheme satisfies basic
attacks such as JPEG2000 compression, random cuttinggchnology indicators of information hiding and also

[3,3] median filter, [3,3] wiener2 filter, Gaussian and 'salt meets the basic security demand of secret information
& pepper’ noise. transmission for communication system.

Sensitivity is the peculiar characteristic in GP-CFS.  The future work is focus on information area of
The current algorithms don’t have this feature. Use RSvector, choosing embedded module and robustness
and HOSWC to detectlfl] and [12]. Fig. 10 shows the parameters inG; in order to improve invisibility,
experiment results. robustness, sensitivity to image attacks and ability agjain
steganalysis. Especially, we will research on application
in information hiding based on the theory of Image
Multi-scale Geometric Analysis.

1200 0K

R-m i 1 ol 16K
Smo . . 32K

900 f-oa o, 0055 go

Acknowledgments

600 £ oo S ‘ ° a8 a i
i o 1 Our research was funded by several Projects, and the
0 20 Ltddds 60 80 100 0 10 th" . 30 40 50 names and numbel‘S Of these PI‘OJECtS are as fO”OWS
Eml led Size (%) jective Images (ps) . . . .
National Natural Science Foundation of China (Grant No.

(o 5 deteet {11 (O HOSWE deteet [11] 61402052). National Natural Science Foundation of Tibet

0l rm ' ' o] J O ' T (Grant No. 2015ZR-14-20). Natural Science Basic
I ; o Research Plan in Shaanxi Province of China (Program
SR i Al i BXE S “n e wmese .. oo No. 2014JM2-6105). China Postdoctoral Science

Foundation (Grant No. 2015M572510). Shaanxi Province
o o 2 Postdoctoral Science Foundation. The Special Fund for
et a3 fos 1 Basic Scientific Research of Central Colleges of
T I R TR 1w = w» w» s Chang'an University (Grant No. 310832151092).
st 00 oneneimse ) National college students’ innovative entrepreneurial

GRS e e (EBESRE e training fundedation (Grant No. 201510710044)

600 - 5 5005 o]
s o il %00 PGSR
oSy PR 5SS o B P

Fig. 10: Comparison experiment.
References

In the case of10], the experiment results in Figure 10
(b) indicate that it has certain immunity to HOSWC. But [1] X. Sun, P. Meng, L. Huang, Simple and practical
Rm has obvious two-branch when the embedding quantity  information hiding algorithm for chinese text, Computer
increases irRS. In the case of12], there is no obvious Engineering & Applications49 (2013), pp.88-91.
two-direction, but the tendency of two-branch can judge [2]J. Q. Xie, Q. Xie, D. Z. Huang, Image information hiding
the existence of information in image. There is a alg_orithm with high security based on run-length, Computer
threshold n = —0.205 based on the HOSWC when  Sciencedl(2014), pp.172-175.
embedding quantity is 16K or 32K. The misstatement rate [31L- Zhang, J. Wang, Information hiding based on
of [11] and [12] are 27% and 21% separately. The rate of morpholqglcal component, Lecture Notes in Electrical
missing report is 56% and 47% separately. Data _ Engineering287(2014), pp.491-499.

mentioned above proves that the GP-CFS is of certain [41Z- Wang, X. Zhao, H. Wang, G. Cui, Information hiding
ability against steganalysis. based on DNA steganography, Software Engineering and

Service Science (ICSESS), 2013 4th IEEE International
Conference on IEEE. (2013), pp.946-949.

[5] A. Srinivasan, S. Kolli, J. Wu, Steganographic inforiat
hiding that exploits a novel file system vulnerability,

. L o International Journal of Security and Network8. (2)
Use color space multi-channel characteristics of digital  (2013), pp.82-93.

image to propose a Color Field Structure based on color g 3. yang, X. Lu, H.zhang, C. Li, Research on network
mode and intensity. Based on the characteristics of the  ~ text information hiding technology, Microcomputer & Its
energy ratio of four Gaussian Pyramld sub—lmages IS Applications.32 (2013), pp.10-12.

approximately 8.1:4.2:2.4:1.6, we put forward reversible [7]X. Y. Li, L. X. Deng, R. Xu, X. M. Li, An audio
Information Hiding scheme. In the scheme, we embed information hiding scheme with high capacity based on
information by changing the direction of the vector. compressed sensing and psychoacoustic model, Image and
Simulation results show that due to the combination of  Signal Processing (CISP), 2014 7th International Congress
GP and CFSA, and introduction of chaotic map, genetic  on IEEE. (2014), pp.1095-1099.

5 Conclusions

(@© 2017 NSP
Natural Sciences Publishing Cor.


www.naturalspublishing.com/Journals.asp

520 NS ZHANG Tao et al.: A digital image carrier preprocessing suke.

[8]Z. Huang, W. Kou, K. Chen, Secure and Oblivious
Information Hiding in Binary Image, 2013 |IEEE 16th
International Conference on Computational Science and
Engineering (CSE). IEEE Computer Society. (2013), pp.
235-239.

[9] X. G. Xia, J. S. Geronimo, D. P. Hardin, B. W. Suter, Design
of prefilters for discrete multiwavelet transforms, Signal
Processing IEEE Transactions @4.(1996), pp.25-35.

[10] M. Suarez, V. M. Brea, D. Cabello, J. Fernandez-Berni, R
Carmona-Galan, A. Rodriguez-Vazquez, A 7620 pixel
CMOS vision chip for Gaussian filtering with massivelly
Parallel CDS and A/D-conversion, Circuit Theory and
Design (ECCTD), 2013 European Conference on IEEE.
(2013), pp.1-4.

[11] S. Alam, S.M. Zakariya, M.Q. Rafig, Analysis of Modified
LSB Approaches of Hiding Information in Digital Images,
Computational Intelligence and Communication Networks
(CICN), 2013 5th International Conference on. IEEE.
(2013), pp.280-285.

[12] P. F. Liu, B. Z. Liang, C. Peng, A Dwt-Dct Based
Blind Watermarking Algorithm For Copyright Protection,
Computer Science and Information Technology (ICCSIT),
2010 3rd IEEE International Conference on. (2010), pp.455-
458.

ZHANG
Tao obtained her PhD from
Northwestern  Polytechnical
University of China
in 2012. She is a lecture
in School of Electronic
and Control Engineering in
Changan University. She has
been engaged in Information
hiding and Network security
for 8 years. She published 20 scientific research articles in
international publications and 1 are cited by SCI, 6 are
cited by EI. She has carried out 4 tasks to study a plan in
all, won patent 1.

REN
Shuai obtained his PhD from
Northwestern  Polytechnical
University of China in 2009.
He is a lecture in School
of Information Engineering in
Chang’an University. He has
been engaged in Information
hiding and Network security
for 7 years. He published 23
scientific research articles in international publicasion
and 4 are cited by SCI, 8 are cited by EI. He has carried
out 5 tasks to study a plan in all, won patent 2. During the
last yearhe has written or co-edited for 5 textbooks.

KANG Yuan was born in
1991, presently in Chang’an
university information
engineering college, Majored
in pattern recognition
and intelligent  system.
Her  research  direction
is information hiding.

YANG Tao was born in
1992, presently in Chang’an
university information
engineering college, Majored
in Intelligent transportation
and information
system engineering.
Her research direction
is information hiding.

SUO Li was born
in January 1990, presently
in  Chang’an  university
information engineering
college, Majored in Computer
Software and Theory.
Her research direction
is information hiding.

(@© 2017 NSP
Natural Sciences Publishing Cor.



	Introduction
	Gaussian Pyramid and CFSA
	Information hiding algorithm
	 Simulation Experiment
	 Conclusions

