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Abstract: The characteristics of the system of systems (SoS) preseat ghallenges to the safety analysis of Global Navigation
Satellite Systems (GNSS). Traditional safety analysishodt and techniques do not work well in a complex SoS, so néstysa
analysis technologies are needed to adapt to safety prelile®0S. This study first expounds upon the shortcomingsaditional
safety analysis methods on GNSS safety and vulnerabilityysfThen some discussion and works on SoS safety is showtrooliice
this new field. In addition, the Functional Dependency Nekwvdnalysis (FDNA) method is introduced and an SoS safety efind

and analysis method is proposed, together with detaileckgs®s, which is based on FDNA. Finally, the applicatiorisf inethod is
demonstrated through a case study. Based on the case staplpears that FDNA has great potential and applicabilit3aS safety
analyses that are otherwise difficult for traditional med®i methods to accommodate.
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1 Introduction technologies, rather than the safety problem of the system
as a whole. But a GNSS is obviously a kind of SoS

As the compass of the information age, the Global"JlCCOrding to Geddes's7] description of System of
Navigation Satellte Systems (GNSS) has beenSystems (S0S):“ a system of systems is a collection of

. . . - . interacting systems embedded in a dynamic environment.
increasingly applied to both military and civilian purpsese The behavior of a system of systems is an emergent

[1], but there are serious inherent shortcomings, which . ;

include system-level vulnerabilities, weak signals,[&fc. property of the S0S thgt results from' Interactions between

These vulnerabilities may cause not only local or isoIatedftgteer;z;s.;emzewr!:g:ts'_t :[hgets:)a:(s:z gecﬁ]lsr']ftsthcg tf:geen d

inconveniences for an individual application, but also’ Ing seg ' P 9 ’ grou
IControl segment, and the user segment, and each of the

more  serious consequences for safety critica segments also consists of many interacting subsystmes. In
applications. Nowadays, it is widely recognized that the 9 y 9 Y :

safety and protection issue of GNSS are significant anog%d't'ont’ fo;l ddlﬁeren.t uzerstr?f GNSSli the en}[nrotment IS
that there is considerable interest in the vulnerabilitg an . nerent and dynamic. Another equally important reason
safety of GNSS2,3.4]. is that the position, navigation and timing(PNT) service

. rovided by GNSS is emerged by those interacting
To the best of our knowledge, the main research onf L
the vulnerability and safety of GNSS can be classifiedsys'[ems and subsystems. So, it is needed to study GNSS

into three different categorie$,p]: (1) enumeration of safety from a SoS view, namely the SoS safety view.

the variety of threats to the GNSS and qualitative ~ Traditional safety and reliability modeling and
corresponding defensive measures, (2) quantitativénalysis methods such as Failure Modes and Effects
analysis of the effects of those interference methods and\nalysis (FMEA) [], Fault Tree Analysis (FTA)q] ,
anti-jamming technologies from the view of signal or Event Tree Analysis (ETA) J0], etc have their own
navigation services , and (3) the design of novelShortcomings and do notwork well for complex SAS][
anti-jamming or interference detection algorithms. There is currently considerable interest in the field of
The above literatures focused on a few specificSoS safety and hazards. Levesdi?][states that the
problems, such as countermoves or anti-interferencehanging world and technology make the traditional
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safety engineering approaches or techniques, which weralso the case in a SoS. Therefore, from the view of
originally created for first mechanical and then dependence, components in a dependence relationship
electro-mechanical systems, is no longer applicable to thean be divided into feeders and receivers. Garvey and
complex, high-tech systems used today; new accidenPinto defined two properties of dependency: strength of
models and engineering techniques are needed to handtEependency JOD) between node\; and nodeN;, ajj,
these new complex systems and problems. Bod&du [ and the criticality of dependencZ(QD) between nod&\;
gives an early description of SoS security, recognizing theand nodeN;, §j, to describe each link between a feeder
particularity of SoS security and proposing a securityN; and a receiveN;. WhereSOD is a value in the range
engineering process for SoS that includes legacy systemef 0-1, which captures the effects of relationships that
Raheja 14], based on his long experience in systemimprove baseline operability level§OD is a value in
safety as a practitioner, trainer and consultant, dissusseutils (1-100) that capture whether such relationships
certain flaws of system safety and proposes newcould involve losses or constraints on these levels.
paradigms, the first of which is “system safety must
extend to system of systems safety”. He argues that
“system safety needs to pay more attention to hazard
analysis on the structure and architecture of the
system-of-systems”. Alexander and Kell§516] argue
that it is difficult to perform an adequate hazard analysis
with traditional hazard analysis techniques, becausesof th
complexity of SoS and the environments that they inhabit.
They present a simulation-based hazard analysis method
to explore the effects of deviant node behavior within an
SoS.

Redmond 17] notes that the emergent properties of
SoS can bring new capabilities, but also new hazards. He
separates SoS hazards into two distinct categories, teazard
from a single system and emergent hazards. The former
belongs to the traditional safety domain, while the latter
is defined as “any hazard that may occur within a system
of systems that is not attributable to a single system”. SoS
hazard analysis should focus on the latter. Fig. 1: An FDNA Graph

Although the new area of SoS safety has attracted
some interest, existing methods only exist for specific
systems or domains; there is still no suitable method for ~ As shown in Figurel, the performance of node;
all types of SoS. This paper focuses on GNSS safetydepends on the performance of feeder
issues caused by dependency relationships between
components. The paper is organized as follows. Se@&ion P = f(aij,Bj,R) (1)
introduces the basic of the Functional Dependency )
the FDNA based SoS safety modeling and analysis’0desva,Vz,---,V, its performance can be expressed
method together with detailed processes. Sectibn 8S:
presents a case study, which also serves as an illustration
of the method in practice. Finally, Sectidconcludes Pj = F(aj, Baj, Pr, 02, Boj, Po, -+ Ok, Byj, ) (2)
this paper with a discussion of how well the method

meets the SoS safety requirements and it outlines Alothough a new method, After several years of
o y req developments, FDNA has been applied to many fields.
directions for future work.

Drabble applied it to information propagation in the
collaboration network42]. Guariniello and Delaurentis
gave some improvements to the method and applied it to
maintenance of Aerospace So3(], analysis of SoS
architecture 21], SoS information and cyber security
problems P3].Wang, Zhang and Li applied it to the

€T

2 Basic of FDNA

Garvey and Pinto 18,19] originally formulated the
Functional Dependency Network Analysis (FDNA) . .
method, which offers the capability to evaluate the eﬁectsfecgtr'tyozgﬁlgﬂ; O(f)t(e;rll\’:iilsi][lzéllll Xf &;‘g;e oSvZ?WFtSEI A
of both topology and of the possible degraded functioninggan mre):et the requri)rements for GNSS safety anaiysis from
of one or more systems on the operability of each node ir}he view of SoS well:
the network R0, 21]. '

According to its definition, there are dependence 1.Nodes and links in FDNA can represent the basic

relationships among the components of a system. Thisis information fo GNSS, including the systems and
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interaction and interdependency relationships between
them.

2.FDNA uses graphic representation, which makes it
very easy to understand and carry out the causal
analysis.

3.The calculation method of FDNA allows the
representation for combined effects created by
multiple failures of any different node and accidents
caused by interactions and dependencies among
systems that are without faults or errors.

If no SoS accident occurs, thelg is (SNS) C S.
4.Hazard effects analysis.In this step, we will study the

effects of performance or state changes of one or more

systems in the SoS on other nodes and on the SoS as a

whole.

According to the weakest link principle, Equatial) (

can be expressed in Equatid).(

Pj = min(g(aij,R),h(Bij,P)) (3)

here,
Some of the biggest challenges for SoS safety issues W

are complex interactions and interdependence. While the
FDNA method is proposed to study the potential ripple

effects of complex interdependent systems, based on
dependency reasoning capability and has above
advantages. So it will be suitable for SoS safety study of
GNSS.

g(aij,P,) = %D_Pj = aij|3|+10q1_aij)

More generally, for a receiver nodgthat hask feeder
nodesvy, Vo, - -+, Vk, Equation @) can be expressed as
following, in Equation 4).

0 < P; = min(SOD_P;,COD_P;) < 100 (4)

3 FDNA based Safety Modeling and Analysis

where,
In this section, we propose the SoS safety analysis
method based on FDNA, and he SoS safety analysis

SOD_Pj = Avg(SOD_P;1,S0D_Pj», - - -, SOD_Pj)
based on FDNA contains several steps, seen below:

SOD_P}i = ajjR +100(1 — aij)

1.Build the basic dependency network model. COD_Pj = min(COD_P;1,COD_Pj3, - ,COD_Pj)

The basic model here contains only basic component

systems and basic dependency relations of a SoS, not
dependency parameters. The selection of nodes and
dependency relations should reflect the demands and
focus of the stakeholders, but not so far as to
determine every single component.

2.Get dependency parameters.
For each dependency link in the network, two
parameters are needed. The first is strength of
dependency (SOD) between nogdend nodevj, and
the second is criticality of dependency (COD)
between node; and nodevj, which are respectively
denoted asxj and fjj. These parameters can be got
by expert opinion, historical data, design documents
and so on.

3.Define SoS accidents.
Abnormity of system states or performances must not

COD_Pji = P, + fij

Therefore, according to the above equations, the
effects of the performance changes of one or more
nodes on their receivers can be analyzed.

Garvey did not consider circularity links in the
network, however. For instance, accurately running
satellites are dependent on the performance of ground
upload antennas, while the performance of an antenna
is dependent on the download data history from the
satellites. A circularity dependency is, thus, created
between satellites and the ground antenna.

The problem of where to start and stop the calculation
if there is a circularity link in the network is addressed
in the following algorithm.

be allowed to cause an SoS accident, defined here b|gorithm 1 An FDNA Algorithm

the minimum states setS = {S1,S2, ' ,Sm},
according to the results of Hazard and Operability

for each node in FDNlo

rootCause(v)=v;

Study ( HAZOP ), FTA, etc. Assuming that there are  gnqfor
N accidents in an SoS, which are denoted as penote the start nodes set@®= {v};
Q = {M1,Mp,--- My}, for each accidenM;, a set while SP £ 0 do

S = {s1,S2,"**,St, - ,Sm} IS used to describe the
minimum state set that will cause the accident.
Where,§ #0 and § C S, st is the state of a
component system in the SoSrepresents the state
set of all the component systems.

Assuming the state of the SoS at some point in time is
S ={s1,%, - ,%}, if this state produces an accident

Denote the receiver set gfasFR = {vik};
for eachFPR do
for eachvj, do
if vik € rootCause(v;j) then
FR =FR —vi;
end if
end for

M;, thenM; = {trugS 2 S}.
If an SoS accident occurs, théf, makesS O S,
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if FR # 0 then
for eachvi, do must be found and the states of these feeder nodes
if deal(vik)=falsethen must be analyzed, until the real root cause nodes are
Calculate the performance g based on discovered.

dependency relationships, which is denoteggswhere, the
performance without dependency relationshipgiis
deal(vig) =true; 4 Case Study
end if
if Pl < pik then

FootCavise(vi)—getRoot: This section applies the method and process proposed

above to a GNSS safety analysis.

end if
end for
else ifFR = 0then .
P ISP_Vi; 4.1 Background and Assumptions
end if
end for A team of researchers will complete a mission, which
SP=UFR: may only last for a month, under the support of GNSS.
if P = {MCS} && Valudeschangegtfalsethen There are some constrains, however; they can only do the
STOP. work from nine to twelve o’clock every day. There are six
end if visible satellites during this time, STkRISTL6, which
end while communicate with the ground upload antennas,

ATN1 ATN3, and monitor stations, MNTIMNT3. The
communication links between these systems are not
arbitrary, however, STL1 and STL2 can only
communicate with ATN1 and MNT1, STL3 can only
In this algorithm, we use a node s&® to represent communicate with ATN2 and MNT2, and STL4 STL6
the beginning nodes. Here, nodesSiAimust be of the  can only communicate with ATN3 and MNT3.
same kind; namely, the nodes 8P are all master The information transmission process occurs when
control stations, all satellites, all antennas or allthe monitor stations collect information about the
monitoring stations. For example, we constrict the satellites and then transmit it to the MCS, where the
master control station (MCS) to be the starting point, information is processed in order to determine satellite
then calculate other nodes, step by step, until back taclock and orbit status. Processed information is then
the MCS (termed a calculation cycle), then we uploaded to the satellites via the antennas. Thus, the
compare the values of each node in the networkwhole GNSS network, as described above, is shown in
before and after this calculation cycle. If all of the Figure2, and GNSS user (UR) here is the research team.
values are the same before and aftemldes
changed=false), then the calculation is over;
otherwise, we go on to the next calculation cycle.
rootCause(V) represents the root node set that causes
performance or state variety of node~or example, if
the performance of; changes, then it will directly
impact the performance of, and, indirectlyy,. Here
vy is the root cause of,. The key here is that
rootCause(V) is a node set and may contain one or
more nodes.
Different feeder nodes may have the same receiver
node. For instancey; ~ v4 has the same receivey.
Deal(vix) is used to denote whether the nogg has
been calculated by its feeder. Then, when dealing
with another feeder of/, it does not need to be
calculated again.
5.Accident reason investigation.
Step (5) is a bottom-up analysis, which links reason to Fig. 2: GNSS network demonstration
effect, i.e., investigating the reasons for each accident.
Assuming that an abnormal SoS state s
SN=1{s;, %, -,S, - ,S}, the work in this step is to
find the root cause for each system state The
process of accident reason investigation is the reversd.2 Safety Modeling and Analysis
of effect analysis. From the state changed nodes,
according the dependency links, the feeder nodes 1.Build the basic dependency network model.

ST e LD \‘r‘\‘
N7
o
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Table 1: Dependency parameters
i/j 12 13 1/4 2/5 206 3/7 48 49 4/10 5/11 6/11 7/12
aj 100 100 100 070 080 075 085 080 085 035 0.25 0.80
Bij 0 0 0 20 20 30 10 15 20 45 55 15
i/j 8/13 9/13 10/13 11/1 12/1 13/1 5/14 6/14 7/14 8/14 9/14 10/14
ajj 035 040 025 060 030 065 080 0.75 085 030 025 0.20
Bij 60 50 70 20 30 45 15 20 15 65 75 85

where,Psr. andPgrqungare the performance values of
satellites and ground stations, which contain the
monitor station and upload antenna.

4.Hazard effects analysis.
In this step, we will analyze the effects of different
hazards (abnormal states of systems), and judge
whether the hazards caused the SoS accidents defined
in Table 2. Two kinds of analyses (deterministic
analysis and stochastic analysis) can be conducted
here.

Fig. 3: Basic dependency network model (a)Assuming that a single node of the network is
degraded by 20 for some reason, while other
nodes are all work normally, then its effects on the
user nodevys and SoS accidents in the GNSS

The basic dependency network contains nodes and network are shown in Tabl&
dependency links. The nodes here are the six satellites
STL1~STL6, the three  monitor stations

MNT1 MNT3, the three upload antennas Table 3: Effects ofP; = 20 on the network
ATN1~ATN3, an MCS, and a user. The dependency Via T I NV VvV VI
links are communication links between these nodes. V=20 6770 Y Y Y Y Y VY
The basic dependency network model is shown in v2=20 5500 Y
Figure3. v3=20 5500 Y Y Y Y Y
2.Get dependency parameters. v4=20 8989 Y Y
Based on specialist experience, historical data, design v5=20 3500 Y Y
documents and so on, the dependency parameters for v6=20 4000 Y
the GNSS dependency network are shown in Tdble v7=20 3500 Y Y Y Y Y Y
3.Define SoS accidents. v8=20 85.00 Y
Six accidents for the GNSS are defined in Table v9=20 93.98
v10=20 96.43
v11=20 7577 Y Y Y Y Y Y
. . vl2=20 7981 Y Y Y Y Y Y
Table 2: GNSS accidents list vi3=20 8587 Y Y YV Y Y
Number Definition v14=20 20.00 Y
| P14 < 90
Il More than 3 satellites are seriously degraded
:{I/ XT’\I,\]TZZ v\;lizslzsr?;ﬁ;?)éggegsgs d In Table3 “Y” means that the gccident happened,
Vv MNT1 v1; and MNT3v;3 are seriously degraded an_d blank means that the accident did not _happen.
VI ATN1 v, and ATN3v, are seriously degraded It is clear that the GNSS network has different

sensitiveness to the degradation of each node:
single degradation of node;, v;, vi1 and vis

The definition for a seriously degraded satellite is: caused all the accidents defined in TaBleAnd
degradation ofs5, vg andv; affect the user node
Stateyr. = {seriou$Psr < 90} (5) vi4 most. While degradation ofg and vig has
hardly any effects on the whole GNSS network
The definition for a seriously degraded monitor station because they caused no accidents and affected
or upload antennais: scarcely any on the user node. Therefore, such
network could be preferable if nodg andv,g are
textSatesround= {seriousPsround< 80}  (6) prone to be attacked or failures. Angl may be
(@© 2016 NSP
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Probability Distribution of Performance Value

Probability Distribution of Performance Value

Fig. 4: Shift of probability distribution of/4 from lower to higher performance
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Fig. 5: Effects ofv, performance change on nodes vg, vi3 andviy4
the most vulnerable node because its degradation each pair of simulations, the probability

caused all the accidents and affected the user node

most.

(b)The stochastic analysis can capture more
information and resilience or sensitivity of the
network. Two pairs of simulations are designed
here, one team runs 1,000 times whgroperates
at a lower performance levelu(= 20, o = 5),
while the other runs 1,000 times when is at a
higher performance levelu(= 80, o = 5). After

distribution curve of each node in the network can
be drawn according to the simulation results.
Figure 4 shows the shift of the probability
distribution curve ofvs, and Figure5 shows the
shift of vg, V13, V14 andvs.
This simulation also counts the numbers of each
type of SoS accident (Tab® that have occurred,
the results of which show that whemn is at lower
performance levell = 20, o = 5), the statistical
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number of accident | is 563, and Il is 1,000, while
that of other accidents are all 0. Whenis at a
higher performance level(= 80,0 =5), accident

Il happened 929 times.

Table 4: Effects ofv4 performance change on SoS accidents

Type I I m v v Vi
Lowerv4 563 1000 O 0O 0 O
Higher v4 0 929 0 0O 0 O

Figure5 shows that the direct receiver nogg(vg
andv,p are nearly the same witlg) is the most
sensitive node to a variety of; values. Its mean

performance value changes from about 29.9 to

83.1 when that of, changes from 20 to 80. The
more sensitive nodes axgsz (from 77.5 to 94.5),
Va4 (from 89.7 to 94.5). Node; is robust (from

94.5 to 98.7 and the variances are very small) to

the changes ing because it is far fromy.
In addition to the promulgation of single system
failures in the network, emergencies of combined

failures or degenerations are also possible. A
single failure has been studied above, but, in the

following, a combined problem will be analyzed

assuming that there is some degeneration of

satellitev; (u = 30, 0 = 5), together with a fault
invy4 (U= 20,0 =5). Also, the simulation is run
1,000 times, and we then study the combined
effects on the GNSS network. The frequency of
each type of SoS accident is shown below in
Tableb.

Table 5: SoS accident times under combined degeneration of
andvy
Type | I m v Vv Vi
f 1000 1000 1000 919 1000

919

Itis apparentin the table above that there are more

SoS accidents under combined faults or
degeneration compared with simple single

failures, encompassing all of the SoS accidents.

Figure 6 compares mean performance values of
each nodes between only degeneration and two
nodes degeneration.

It can be seen that there is nearly no difference
between single degeneration and combined

degeneration fows, vip andvss; great difference
for v12 andvy4; obvious difference for other nodes.
There are two possible reasons for this. First of

all, the dependency relation parameters SOD and

COD could be involved. Secondly the distance

from the root cause node to the effect node can

also play a part.vg, vip and vi3 have little

ince Value

of Performa

Mean

Fig. 6: Comparison of onlyv, degeneration tovs and vy
combined degeneration

dependency orvy, so there are scarcely any
differences for their probability distribution curves
in Figures 6 and 7. vi» and vi4 is directly
dependent onvz, and they both have a strong
dependency d7,12 = 0.80, a7,14 = 0.85) on the
root cause node;.

5.Accident reason investigation.
Take accident IV ( No.5 simulation ) as an example,
assuming that the reason for the accident is not clear.
The investigation process is shown below.
The definition of accident IV is “ATN2s; is seriously
degraded”. Thus, the investigation will start aj.
According to the basic node information that
I3 = {v1}, together with the GNSS network in
Figure 4 and dependency parameters in Tableve
know that the performance af wholly depends on
vi (a3 =1), so we go to node,.
Results show that the performance valugaf 72.08.
There is no failure or fault in; itself, however, so the
reduced performance value may be caused by its feeder
noded; = {vi11,Vv12,va13}. Therefore, we then go ta 1,
V12 andvlg.
The final performance values ©f1, vi2, andviz are
93.79, 42.08, and 79.86, respectively. These three
nodes, themselves, are also without fault or failure, so
we go on.
For nodevy,, after 1 step of this converse reasoning,
we get to the root cause node. After 2 steps, the
root cause node of13 is also foundy,. But after 3
steps fovy1, we go back to node;, which means that
we enter a cycle. We can, of course find the curve and
correct the root cause node(s) with detailed
calculation and careful judgment, but it is difficult to
do solely by hand and takes time. Fortunately, we
have considered the cycle in a network and designed
an algorithm that can be automatically run by
computer  beforehand. The algorithm can
automatically compute the hazard effects, but also
find accident reasons.
Thusthe root nodes for accident IV of the No. 5
simulation are found, which containg andv;. The
manual investigation process is shown below in
Figure7.
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other relationships must be accounted for, such as
bidirectional interactions between two components.
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Fig. 7: Accident reason investigation process
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