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Abstract: In view of feature matching between carrier and secret image information hiding scheme based on CARDBAL2 and
color transfer theory is proposed as CDB-CTT to improve fiding performance. Quantifying the energy and structuatuiiees into
adaptable parameters, the proposed scheme consists oéymaaks: (1) the energy of the carrier image will be mainbtributed in
the four components with different robustness suchlas LH,, HL, andHH; in the sub-image after first-order CARDBALZ2; (2) the
color transfer theory is used to analyse the structure ffe@tto some modifiable bits and to realize the embeddingatioer. Based on
the above two points, the modification after embedding caminénized. Experimental results indicate that our scheareincrease
imperceptibility by 24.47% averagely and robustness &t 28.14%, and obtain excellent sensitivity of image prsices
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1 Introduction New technologies about image processing emerged to
enrich the pre-processing methods of information hiding
Information hiding is an important way to secure the carrier. At the same time, more and more researchers
confidential communication. Improvement of the wantto combine methods of different operand to improve
performance is always a research focus in informationthe performance of information hiding. In our previous
hiding scheme based on digital image. It has beerresearch, we have studied about several energy and
believed that the most important purpose for the coverstructure analyse methods. By energy analyse, we
image pre-treatment method is to improve the generally obtain the energy differential regions to embed
performance of hidingd]. Currently, the space domain- the data with different robustness, and this procedure can
and frequency domain-based are the main methods of thimprove the robustness and imperceptibility directly,reve
cover image pre-treatment for information hiding].[  other performances. By structure analyse, we can obtain
LSB is the basic algorithm of space domain methods, buthe color and shape parameter of the carriers which can be
the schemes based on LSB almost have drawbacks undéaken as the modifiable parameters for the embedding.
embedding great amount of informatio8.[ Methods in  After the pre-treatment based on feature analyse, the
frequency domain, such as DCT and DWT, haveembedding procedure can modify the original information
robustness against certain attacks, but are costly and aff carrier as less as possible. In this paper, we use
lowrobustness against rotating attackk [Using spatial- CARDBAL2 multi-wavelet transform andoaf3 color
or transform-based pre-treatment method rather thasspace theory as the analyse methods. CARDBAL2
analysing the energy and structure of carrier, the existingnulti-wavelet transform, which can satisfy compact
information hiding approaches similar with the above support and symmetry of the image processing, was
methods can achieve neither a good feature matchingroposed to be a new frequency domain method recently
between the carrier and the secret image nor the minimunf6]. And in space domain, a color transfer theory was
distortion to the initial data or coefficiens]| proposed to transfer color from one image to another in
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Table 1: Embedding rule.

Embedding information
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Fig. 1: First-order CARDBAL2 multi-wavelet transform.

the lap color space 7], which can analysis a digital component in C pixettr. and B are separately for the
image carrier in color space. Combining CARDBAL2 \5jue of a and B after Eq. (5) calculated. Coding
multi-wavelet transform technology and color transfer gefinition is as follows: (1) Based on the embedding rule
theory, we propose an information hiding scheme. Thesqap 1), there is no change when coding is 00. So the
two methods can analyse the energy and structurgyiority of 00 is the highest. Both the bit value afand
characteristics of the carriers into some operabley| he modified when the embedded binary code is 11.
parameters, and then embed the secret informatioRy the priority of 11 is the lowest. There is no need to
without going against the properties of the carriers. ode 00 and 11: (20H, andHL, are coded, which are
Firstly, the digital image carrier will be processed by genoted separately 4 =1],t,K,t,t/ € {01,10} and
first-order CARDBAL2 multi-wavelet transformation. ¢ — t,t), Kt/ 7 € {01,10}; (3) Th(la final coding of
And then four first-order sub-imagetsl(, LHp, HLz and  jpjts | H, andHLzlcan be get fronC,y andCy ,which
HH,) can be obtained as the confidential information ;5 be denoted by
covert. After that, the four sub-images are analysed as & — t/ ¢/ t/ t/ K.t/ .t/ t/ .t =t,tp, ...t € {01,10};

binary coding sequence by optimization algorithms and 17227k ko T T

coding methods. Information to be hidden will be 01 As<A
scrambled with chaotic map8], and the optimal C:{lo’ AB ;A" (1)
scrambled parameters can be searched by genetic '+ TP a

algorithm ] in order to improve the consistency between - . . . .
pre-hiding information and the best embedded code; Step3. Logistic mapping of Chaotic map algorithm is

Finally,_hiding informati_on can be embedded with RAID4 Pl'iidetr%t()) gélénéczjebli?];oeranuﬂ?cne' \;Vglacrzgsleddegzggrg:éqﬁ(z)'
according to embedding rule based on color transfercx — b, bS, K, bX . b € {00,01,10, 11}
theory and the optimal scrambled order. Simulation "N — ~“1¥22™% n-1"n T

experiment results illustrate that CDB-CTT is better than

traditional algorithms in invisibility and robustness Xer1 = WX (1—%k), X € (0,1) (2)
against image attacks such as JPEG2000, cutting,

rotation, filtering and noise. Moreover, the CDB-CTT has _ Step4. In order to optimize the sequence of embedded
excellent sensitivity to image attacks. bits with genetics algorithrf, is supposed as the amount

of the same bit value in matched positions betviign

and C. Optimizex using genetic algorithm to maximize

F. The optimization model based on CDB-CTT is Eq. (3).
2 The Proposed Method The optimal solution y can be obtained by genetic

) algorithms optimization;
2.1 The Embedding Process

We propose CDB-CTT as a cover image pre-treatment F () = MaxF (x) = Max3 (t«lop) (3)

method to improve the performance of information Step5. Put v intcX. to obtain the optimal embedded
hiding. CDB-CTT information hiding scheme has seven ;; CIpr:'bsi bszny by ”;‘ bY. EmbedC’, palternately into
) P R o P ) .

steps. The general process ?S shown in Fig.l_: ) LH, andHL, with RAID4 row traversal based on Tab 1.
Stepl. The cover image is transformed with fwst—orderEight bits is the basic data unit of RAIDA-
CARDBAL2 multi-wavelet, and then the four sub-images Step6. LL, is the most robust r’egion in four

are decomposefd ngﬁ color space theorsz{ anhchh CARDBAL2 first-order sub-images. The CDB-CTT

components of sub-images are extgacte B w 'g A mbeds the cyclic redundancy check (CRC) of RAID4
denoted byt L7 LH; \HLZ HHF andLL; ,LH; HL; ,  (recorded asR‘ ), and the optimization scrambling

H Hf: parameters y andinLLy;

Step2.LH, and HL, are coded with row traversal Step7HH; is the most vulnerable region in four sub-
method in 2x 2 pixel module based onthe rule shown in images. Embedding the CRC of RAID4 (recorded4s
Eq. (1), wheredg = |[Bc — B'c| , Aa = |ac — d’c|. fcand ) in HH,. Receiver can judge quickly whether the stego
oc are separately for the value of component ang image is attacked ,by comparii®j andR".
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Fig. 2: Chosen of image A and B.
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Fig. 3: la transform of sub-image.

2.2 The Extracting Information

The process of extracting information can be divided into
five steps which are shown as Fig.2:

Stepl. Transform the stego image with first-order
CARDBAL?2 to obtain four sub-imaged.[», LH,, HL»
andHH,);

Step2. Transform the four sub-images wlith3 color
space transformation and extractf ;

Step3. Drawy p andR- from LL,, andR™ from HH,;

First-order
CARDBAL2
4 sub-images

Code
data

Genetic
algorithms

Transform
color space

Cover
Image

Hiding

F—CARDBAL2p»
Data

—Coding»|

Robust |

-LL: < Information
{4-1-CARDBAL2 LH> HL> |4— Hiding Data —|
47 Fragile sign —|

Fig. 4. Embedding process of CDB-CTT.
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Fig. 5: Extracting process of CDB-CTT.

and the structural shape of B. Our study basis of color

Step4. It can be indicated that the stego image has nakansfer theory ida 8 color space which can analyze the

been attacked iR- = R". Then the receiver can extract
information fromLH, and HL, by y. Thus it can be
indicated that the stego image is attackeif~ R™;

Step5. Extracting information from &H, andHL, by
using y andR" .

3 Research Methods

We combine the transform domain-based method calle
CARDBAL?2 with the space domain-based method called

a3 color space transfer to from the method to pretreat the?

cover images.

3.1 CARDBAL2 Multi-wavelet Transform

CARDBALZ2 transform has distinctive characteristics
shown in Fig. 3 the first-order transformation to Lena
image and the energy ratiblL,:LH:HL,:HH, of four
sub-imagesis about 1.2:1.1:1.1:1.0[10].

3.2 Color Transfer Theory

Color Transfer is the new issue in the field of digital
image processing. Combine image A with image B to

visual information of carrier into quantized information
[11]. The biggest advantage is to eliminate the correlation
between each color component of RGB. Eq. (4)shows the
prinliple of the color transfer theory proposed in [12].

(4)

Where I is for space component df, a and 8
respectively.l. and ol are separately for mean and

r =9 (=) +Tc

&tandard deviation df o andf in color image Als and

ol are separately for mean and standard deviatidnaf

nd B in structure image B. Using the color transfer
equation of color transfer theory, generate the embedding
rule to modify the data units in order to embed
information. Rulel. Fig.4 shows the chosen of image A
and B. 2x 2 pixel module in space domain is the basic
embedding unitA; and A, compose color image AB;
andB; compose structure image B;

Rule2l is for luminosity.Fig. 5 indicates thdtis of
the greatest weight in visibility influence compared with
o andp;

Based on the weight dtr3, only modify thea andf3
component. The modify rules are showed in Eq. (5).

a'c = Gan(Qe2—T6) +0a 5)
B'c = S8 (Bsa—Ps) + Ba

Every basic unit can be embedded with two bits

produce image C which has the color characteristics of Ainformation. The embedding positions are @ditnd bit
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(a) Cover image  (b) Hiding information ~ (c) Stego image

Ratio of Image Compression

i R X (a) JPEG2000 (59%)(b) RTV results under JPEG2000 compression from 0% to 100%
Fig. 6: Invisibility Experiment.

Fig. 7: JPEG2000 compression experiment.
Table 2: Invisibility comparison based on PSNR.

SchemeCDB-CTT LSB DCT DWT DWT&DCTDWT&LSB
PSNR 36.7799 25.125829.154730.0952 31.1124  32.2590

RTV

L L
0 20 40 60 80 100

of C pixel.Symbol /" is represented for no change, and () cutting (22%) RTV results underkgtliilir;zefcrung 0% to 100%
the others are represented modification according to the _ _ _ _
data in Tablel shown. Fig. 8: Cutting processing experiment.

4 Results and Discussion Table 3: RTV comparison results of filtering and noise.

Information hiding algorithm
CDB-CTT LSB DCT DWT
[3,3] mean filter / wiener2 filter63.37/59.8330.58/40.2550.21/43.2666.26/57.32
Gaussian ['salt& pepper' noise 72.75/33.4420.15/21.0160.26/40.2166.22/29.26

Attacks

4.1 Safety Performance Analysis

The robustness of information hiding algorithm can be
improved by strategy based on features of first-order
CARDBAL2 energy distribution, and embedding

information in LH; and HL> with RAID4. Concerning Definition for texture evaluation and modification rate
invisibility, firstly, based on the weak relativity of o&3 of binary image i x n pixels?( are separately shown as Eq.
color space, there is no need to consider the change %) and (7),wheren = N/2€k € {1,2,L,log,(N — 1)},
other dimensionality components when modify randomf(i’ j) and f'(i, j) are separately for the pixel &t j) of
components; Secondly, because 2 pixel module is the  5rmal and extraction image withx n pixels.

embedding basic unit, and the final image is the

communal area in Z 2 pixel module, the embedding W= nxn

measure can reach 25% and reduce the span of color ”il"glf(i,j)ggf(iﬂ,jﬂ) (6)
transfer. Finally, only componert and 3 are changed, i=0j=0

and chaotic map and genetic algorithm are used to reduce hin1 B

the change of cover image. Concerning sensitivity, the éoj-zof(i’”@f,(i’j) )
feature of CARDBALZ2 energy distribution and contrast P=—"77—

CRC of RAID4 betweerl L, robustness and fragile sign

Comparison experiments between CDB-CTT and
module are used.Thus CDB-CTT has excellent sensitivity,
of image processing. LSB, DCT and DWT are as follows. Robustness test

algorithm (RTV) is defined in Eq. (8) and k=4.The
extracted information is the most preserved when

. : . RTV=100.
4.2 Smulation Experiment

Lena (256x 256) (shown as Fig. 6 (a)) is chosen as the Q=wxp ®
digital image carrier , and binary image Baboon (684) The stego image extracted 59% compression and the
(shown as Fig.6 (b)) is considered as the confidentiakonfidential information under the JPEG2000
information. And the stego image based on CDB-CTT is(RTV=57.5842) are shown as Fig. 7 (a). And the RTV
shown as Fig.6 (c). In this experiment, PSNR is 36.7799%values under JPEG2000 compression from 0% to 100%
and this indicates that it is of better invisibility. of these four algorithms are shown in Fig.7 (b). The

Tab.2 shows that the invisibility of CDB-CTT has robustness experiment images under other attacks are
increased by 24.47% averagely when embedding rate ishown as figures from Fig. 8 to Fig. 11. And the RTV
25% compared with LSB, DCT and DWT and some values of CDB-CTT and other comparisons were listed in
developed algorithms. Tab. 3.
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transmission for communication system. It has been
proved that this scheme can achieve the less modification
of carriers comparing with the other schemes when
embedded the same amount data. The future work is
P T R Y R PO focus on choosing of image A and B, embedded module,

Ratio of Image Rotation

(a) Rotation (110.5°) (b) RTV results under rotation from 0° to 180° rObUStneSS parametdr&nd key data |m-|-2 .

RTV

Fig. 9: Rotation processing experiment.
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