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Abstract: In 2013, Chang et al. proposed an untraceable dynamic-identity-based remote user authentication scheme with verifiable
password update. In this paper, we analyze Chang et al.s scheme and show that their scheme suffers from off-line passwordguessing
attack, server spoofing attack and impersonation attack. Moreover, their scheme is traceable since the attacker can obtain the identity of
the user. Thereby, we propose an alternative scheme based onelliptic curve cryptosystem and completely automated public turing test
to tell computer and humans apart (CAPTCHA) technique. Besides, we demonstrate the completeness of the proposed schemethrough
the BAN-logic. Compared with other related existing schemes, the proposed scheme is relatively more secure and well suited for the
practical application environment.
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1 Introduction

In communication networks, it is necessary for servers
and users to verify the legitimacy of the involved
communicating parties. Password and smart card
authentication scheme is a convenient authentication
mechanism and is widely applied to the remote login
systems. Since Lamport [14] proposed a password based
remote user authentication scheme in 1981, a number of
remote user authentication schemes have been published
in the literatures (e.g., [3,5,20]) to address the security
problems. However, most of them have the following
weaknesses: 1) User’s identity is transmitted over the
network unencrypted in all the transaction sessions, and
hence, an unauthorized entity can illegally obtain the
partial information corresponding to the user (e.g., login
history and current location). 2) The smart card is
assumed to be tamper-resistant to protect the security.
Nevertheless, many researches have shown that it is hard
to achieve the target of protecting the values stored in the
smart card [12,15].

In 2004, Das et al. [6] presented a dynamic ID based
remote user authentication scheme using smart cards. The
authors claimed that their scheme could eliminate the risk
of ID-theft attack, replay attack and impersonation attack.

However, Awasthi [1] analyzed the security of Das et al.’s
scheme and observed that their scheme fell short to a
range of types attacks. Afterwards, dozens of dynamic ID
authentication schemes based on Das et al.’s scheme are
published [8,10,13,17,21,22,23,24]. Whereas, most of
them were broken shortly after they were proposed.

In 2013, Chang et al. [3] proposed a dynamic-
identity- based remote user authentication scheme with
verifiable password update, which was believed to
achieve low-computation requirement, user untraceability
and authentication security.

Our Contributions.This contributions of this paper
are twofold. Firstly, we reexamine Chang et al.’s [3]
scheme and identify that their scheme cannot resist
off-line password guessing attack, impersonation attack
and server spoofing attack. Furthermore, their scheme is
incapable to achieve the claimed untraceability.

Secondly, to rectify these security pitfalls, we propose
a new dynamic ID-based remote authentication scheme
that can achieve all the security requirements list in Table
3. Furthermore, we demonstrate the validity of the
proposed scheme through the BAN logic.

The rest of this paper is organized as follows. Section
2 briefly reviews Chang et al.’s scheme. In next section,
we show its weaknesses. Then, we present our scheme in
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Table 1: Notations
Notation Meaning

Ui The ith user
S The remote server

ID i The identity of the userUi
PWi The password of the userUi

s The master secret key ofS
y A secret number ofS

SIDi TheUi ’s smart card identifier
SK The session key shared amongUi andS

H(·) A one-way hash function
⊕ Exclusive-OR operation
‖ String concatenation operation

Section 4, together with analyzing its security in Section
5. Section 6 provides the performance comparison of the
proposed protocol with the previous schemes. Section 7
concludes the paper.

The notations used throughout this paper are
summarized in Table 1.

2 Review of Chang et al.’s scheme

In this section, we review Chang et al.’s remote
authentication scheme briefly. Their scheme contains four
phases (i.e., registration phase, login phase,
authentication phase and password change phase).

2.1 Registration phase

Step 1.Ui selects his/her identityID i and passwordPWi ,
and then sends them toS.

Step 2. After receiving{ID i,PWi} fromUi, Scomputes
Ni = H(ID i‖s)⊕H(PWi).

Step 3.Sstores{Ni ,y,H(·)} in a smart card, wherey is
a secret value ofS, and then transmits the smart card toUi
via a secure channel.

2.2 Login phase

Step 1.Ui inserts his/her smart card into a card reader and
keys ID i , PWi . Then the smart card computes
CIDi = ID i ⊕ H(Ni‖y‖T), N′i = Ni ⊕ H(y‖T),
B= Ni ⊕H(PWi) = H(ID i‖s), C = H(Ni‖y‖B‖T), where
T is the current timestamp.

Step 2. The smart card sends the login request
{CIDi ,N′i ,C,T} to S.

2.3 Authentication phase

Step 1. Upon receiving{CIDi ,N′i ,C,T} from Ui at the
time T ′, S checks whether(T ′ − T) ≤ △T. If the

verification fails, S terminates this session directly;
otherwise, proceeds to Step 2.

Step 2.ScomputesN∗i = N′i ⊕H(y‖T), ID∗i =CIDi⊕
H(N∗i ‖y‖T), B∗ = H(ID∗i ‖s) andC∗ = H(N∗i ‖y‖B

∗‖T).
Step 3.S verifiesC∗ with the receivedC. If C∗ = C,

the legitimacy of Ui is assured andS computes
a = H(B∗‖y‖T ′′), where T ′′ is the current timestamp.
Otherwise,S aborts the login request ofUi and keeps a
temporary record ofID∗i and the cumulative times of the
failed requests. IfUi ’s continuous request is rejected for
the third time,Swill neglectUi ’s following login requests
within a guard time interval.

Step 4. Afterwards,S sends{a,T ′′} to Ui via a
common channel.

Step 5. Upon receiving the reply message fromS, Ui
verifies the validity ofT ′′. If the verification holds, the
smart card calculatesa∗ = H(B‖y‖T′′) and examines
whethera∗ equals toa. If they are equal,S is authentic;
otherwise, this session is terminated immediately.

2.4 Password change phase

Password change phase will be invoked wheneverUi
needs to update his/her passwordPWi to PWnew

i . In this
phase, first,Ui should send the password change request
{CIDi,N′i ,C,T, password change request} to S. Second,
S verifies Ui as depicted in the authentication phase.
Subsequently, according to the conclusion of the
verification of Ui , S will sends the reply message
{a,m,T ′′} to Ui , wherea = H(B‖y‖m‖T′′) andm is the
reply yes/noto the password change request. At the last,
the smart card verifies the validity ofa to ensureS is
authentic and the verification of the password change
request. Then, the smart card asksUi to key in the new
password PWnew

i twice. Note that, if the entered
passwords two-time are not identical,Ui needs to enter a
new password two-time again. if the entered passwords
two-time are identical, the smart card computes
Nnew

i = Ni ⊕H(PWi)⊕H(PWnew
i ) and replacesNi with

Nnew
i .

3 Cryptanalysis of Chang et al.’s scheme

In this section, we demonstrate that if any legal but
malicious user of the server intercepts other legitimate
users’ login request messages, he/she can launch a range
of types serious attacks (e.g., off-line password guessing
attack, impersonation attack, server spoofing attack) to
threat Chang et al.’s authentication scheme with his/her
own secret numbery, while does not need any secret
information stored in the smart cards of legitimate users.
The detailed analysis is shown as follows.
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3.1 Off-line password guessing attack

Suppose attackerUk has extracted and recorded the login
request messages{CIDi ,N′i ,C,T} exchanged betweenUi
and S in a prior transaction. Then,Uk can guess the
password ofUi by performing the following malicious
attack procedures:

Step 1.Uk chooses a password candidatePW∗i from the
password spaceD .

Step 2.Uk gets y from his/her own smart card and
computesNi = N′i ⊕ H(y‖T), B∗ = Ni ⊕ H(PW∗i ) and
C∗ = H(Ni‖y‖B∗‖T) = H(Ni‖y‖(Ni ⊕ H(PW∗i ))‖T).
Then, he/she comparesC∗ with C extracted fromUi ’s
login request to ensure the correctness ofPW∗i

Step 3. Repeats Step 1 and 2 by replacing another
password candidatePW∗i until Ui ’s password is found.

In practice, due to the inherent limitation of human
cognition, the password are often memorable shorting
strings and hence the password space is very limited, e.g.,
|D | ≤ 106 [25,26,7], and it follows that the above attack
can be completed quite effectively.

3.2 Impersonation attack

As explained in off-line password guessing attack, if the
attacker gets the passwordPWi of Ui , he/she can further
masquerade asUi to login the server by performing the
following procedures:

The adversary acquires the current timestampT∗ and
computes Ni = N′i ⊕ H(y‖T), N∗

′

i = Ni ⊕ H(y‖T∗),
B∗ = Ni ⊕ H(PWi), C∗ = H(Ni‖y‖B∗‖T∗),
CID∗i = CIDi ⊕H(Ni‖y‖T)⊕H(Ni‖y‖T∗), whereCIDi ,
N′i , T are intercepted fromUi ’s previous login request
message andy is the secret value stored inUk’s smart
card. Afterwards, the attacker transmits the forged login
request message{CID∗i ,N

∗′
i ,C∗,T∗} to S.

Obviously, S can accepts the forged login request,
since these forged parameters are in the correct format.
Hence, Chang et al.’s scheme is susceptible to the
impersonation attack.

3.3 Server spoofing attack

As explained above, with the guessed passwordPWi of Ui ,
the adversaryUk can get the secret valueB= Ni⊕H(PWi)
corresponding toUi , and then he/she can masquerade asS
to foolUi by performing the following steps:

Step 1. Acquires the current timestampT∗
′′

and
computesa∗ = H(B‖y‖T∗

′′
). Then, the forged reply

message{a∗,T∗
′′
} is transmitted toUi .

Step 2. Upon receiving the reply message,Ui verifies
the validity ofT∗

′′
anda∗. It is easy to see that the response

message can pass the verification due toUk forgesa∗ with
the correct secret informationB of Ui .

3.4 Failure of preserving user untraceability

Consider thatUk has recordedUi ’s previous login request
message{CIDi ,N′i ,C,T}. Then, he/she can also compute
Ni = N′i ⊕H(y‖T), ID i =CIDi⊕H(Ni‖y‖T) using his/her
own secret numbery. The adversary can track the user’s
login history and current location with the user’s identity
ID i . Hence, we can see Chang et al.’s scheme is incapable
to provide user untraceability.

4 The proposed scheme

In this section, we propose a robust authentication scheme
using completely automated public turing test to tell
computer and humans apart (CAPTCHA) technique and
elliptic curve cryptosystem (ECC). The proposed protocol
consists of four phases: registration phase, login and
authentication phase, password change phase and on-line
secret renew phase. And the login and authentication
phase is further illustrated in Fig 1.

4.1 Preliminaries

In this section, we briefly introduce the basic knowledge
about CAPTCHA and elliptic curve cryptosystem. More
details can be found in [19] and [9,11,16], respectively.

4.1.1 Related concepts

(1) Completely automated public turing test to tell
computer and humans apart (CAPTCHA) is designed to
be simple problems that can be quickly solved by
humans, but difficult for computers to solve. Using
CAPTCHA, S can distinguish legitimate users from
computer bots easily.

(2)In elliptic curve cryptosystem, an elliptic curve
equationEp(a,b) : y2 ≡ x3+ax+b (mod p) is defined in
a prime finite fieldZp, wherep is a large prime number,
a,b∈ Z∗p, p> 3, and 4a3+27b2 6= 0 (mod p). An elliptic
curve consists of all the points(x,y) ∈ Zp× Zp, which
satisfy the equationEp(a,b) : y2≡ x3+ax+b (mod p).

4.1.2 Cryptographic Assumptions

We assume that the two problems as follows are difficult
to solve in polynomial time.

1. ECDLP: Given two pointsP,Q ∈ Ep(a,b), the
elliptic curve discrete logarithm problem is to find an
integerm∈ Z∗p such thatQ= m·P.

2.CDHP: Given three pointsP, m·P, n ·P∈ Ep(a,b),
wherem, n∈Z∗p, the computation Diffie-Hellman problem
is to find the point(m·n) ·P onEp(a,b).
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4.2 Registration phase

Initially, the serverSselects two distinct large primesp, q
with p= 2q+1 and choose s a generatorP of orderq on
the elliptic curveEp(a,b). S computes the public key
Q = s·P (mod p), wheres is the master secret key ofS.
Subsequently,S stores a large number of CAPTCHA
puzzles which correspond to answers in a database with
the format(puzzle,answer).

Step 1.Ui selects his/her identityID i , passwordPWi
and computesH(r ⊕PWi), wherer is a random number
generated byUi . ThenUi transmitsID i andH(r⊕PWi) to
the remote serverS for registration over a secure
communication channel.
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 Fig. 1: Login and authentication phase

Step 2.S calculatesbi = Es(H(ID i)‖SIDi)⊕ H(r⊕
PWi) and Ai = H(ID i‖H(r ⊕ PWi)) · P, where Es is a
secure symmetric encryption algorithm with the master
secret keys kept by S. Subsequently,S personalizes the
smart card with{bi,Ai ,SIDi, p,Ep(a,b),P,Q,H(·)} and
issues it toUi via a secure channel.

Step 3. After receiving the smart card,Ui computes
R= H(ID i‖PWi)⊕ r and writes the valueR into his/her
smart card. Finally, the smart card contains
{bi,Ai ,SIDi , p,Ep(a,b),P,Q,R,H(·)}.

4.3 Login and authentication phase

Step 1.Ui inserts his/her smart card into a card reader and
inputs ID i , PWi , then smart card computes
r = R⊕H(ID i‖PWi), A∗i = H(ID i‖H(r ⊕ PWi)) · P and
checks whetherA∗i ?= Ai , if the equation holds, proceeds
to Step 2; otherwise, this phase is terminated immediately.

Step 2. Ui computes Bi = bi ⊕ H(r ⊕ PWi)
= Es(H(ID i)‖SIDi), then chooses a random numberN1
and encodes the message(ID i‖Bi‖N1‖SIDi) to a point
M(xM,yM) of the elliptic curveEp(a,b) uniquely.

Step 3.Ui chooses a random numberk and calculates
m= kP, n = (xM,yM) + kQ, and then sends the message
{m,n} to S.

Step 4.S selects a random CAPTCHA puzzle in its
database and sends it toUi . If Ui ’s reply is right, proceeds
to Step 5; otherwise, the login request is terminated.

Step 5.Scomputes(xM,yM) = n−smand decodes it to
get (ID i‖Bi‖N1‖SIDi). Subsequently,S decryptsBi using
s to obtainH(ID i),SIDi .

Step 6. After that,Schecks whether the decodedSIDi
equals to the decryptedSIDi. If they are not equal,S
aborts the login request; else,S computesH(ID i)

∗ and
compares it with H(ID i) decrypted from Bi . If
H(ID i)

∗ = H(ID i), Sproceeds the next step; otherwise,S
aborts the login request and terminates this session.

Step 7.Schooses a random numberN2 and computes
α = N1⊕N2, β = H(ID i‖N1‖N2). Subsequently,S sends
the response mutual message{α,β} to Ui .

Step 8. Upon receiving{α,β}, Ui computes
N∗2 = α ⊕N1, β ∗ = H(ID i‖N1‖N∗2) and checksβ ∗?= β .
If the equation holds, the validity ofS is verified byUi .
Afterwards,Ui calculatesγ = H(Bi‖N1‖N2) and sends it
to S.

Step 9. After receivingγ, S verifies γ? = H(Bi‖
N1‖N2). If the equation holds,Sensures the legitimacy of
Ui ; otherwise, the mutual authentication fails.

After finishing mutual authentication,Ui shares a
common session keySK= H(N1‖N2) with S.

4.4 Password change phase

WhenUi wants to update his/her password off-line, he/she
proceeds the following steps:

Step 1.Ui inputs his/her identityID i and password
PWi . The smart card computesr = R⊕ H(ID i‖PWi),
A∗i = H(ID i‖H(r ⊕PWi)) ·P and checksA∗i ?= Ai . If the
equation holds, proceeds to Step 2; on the contrary, this
phase is terminated.

Step 2. Ui inputs the new passwordPWnew
i and

computes bnew
i = bi ⊕ H(r ⊕ PWi) ⊕ H(r ⊕ PWnew

i ),
Anew

i = H(ID i‖H(r ⊕ PWnew
i )) · P,

Rnew = r ⊕H(ID i‖PWnew
i ), and then storesbnew

i , Anew
i ,

Rnew into the smart card to replacebi , Ai , R, respectively.
Finally, the smart card of Ui contains

{bnew
i ,Anew

i ,SIDi , p, Ep(a,b),P,Q,Rnew,H(·)}.
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4.5 On-line secret renew phase

In order to strengthen the security of the system, the
remote server should renew its master secret key
aperiodically, the detail steps of this phase are as follows:

Step 1. S chooses a newsnew and computes
Bnew

i = Esnew(H(ID i)‖SIDi), Qnew= snew·P. ThenSsends
{Bnew

i ,Qnew} to Ui over the established private secret
channel.

Step 2. Upon receiving{Bnew
i ,Qnew}, the smart card

computesbnew
i = Bnew

i ⊕H(r ⊕ PWi) and replacesbi ,Q
with bnew

i ,Qnew in his/her smart card.

5 Secure analysis of our scheme

5.1 Authentication proof based on BAN-logic

In this section, we demonstrate that the proposed scheme
is working correctly by achieving the authentication goals
using BAN logic [2], which is vital to reason out the
security properties, describe the beliefs of trustworthy
parties involved in the protocol and on the evolution of
these beliefs as a consequence of communications. The
notations used in BAN logic analysis are defined as
follows:
•P |≡ X: The principalP believes a statementX or

P would be entitled to believeX.
• ♯(X): The formulaX is fresh.
• P ⇒ X: The principalP has jurisdiction over the

statementX.
•P ⊳X: The principalP sees the statementX.
•P |∼X: The principalP once said the statementX.
• (X,Y): The formulaX orY is one part of the formula

(X,Y).
• {X}Y: The formulaX is encrypted under the keyY.
• 〈X〉Y: The formula X combined with a secret

parameterY.

•
K
7−→P: The formula K is a public key of the

principal P. The matching secret key (K−1, the inverse
of K) is saved privately byP.

•P
K
⇋R: The formulaK is a secret known only to the

principalsP andR.

• P
K
←→R: The principalsP andR use the shared

key K to communicate. Here,K will never be discovered
by any principal except forP andR.
• SK: The session key used in the current session.
Some main logical postulates of BAN logic are

described as follows:

• The message-meaning rule:P|≡R
K
⇋P,P⊳〈X〉K

P|≡R|∼X .

• The freshness-conjuncatenation rule:P|≡♯(X)
P|≡♯(X,Y) .

• The nonce-verification rule:P|≡♯(X),P|≡R|∼X
P|≡R|≡X .

• The jurisdiction rule: P|≡R⇒X,P|≡R|≡X
P|≡X ,

P|≡
K
7−→P,P⊳{X}K

P⊳X , P|≡〈X,Y〉
P|≡X , P|≡R|∼〈X,Y〉

P|≡R|∼X .

According to the analytic procedures of BAN logic,
we list the verification goals of the proposed scheme in the
following:

Goal.1:Ui |≡ (Ui
SK
←→S)

Goal.2:S|≡ (Ui
SK
←→S)

Next, the proposed scheme is arranged from the
generic type to the idealized form in the following:

Message 1:Ui → S: {〈ID i ,N1,SIDi〉Bi}Q
Message 2:S→Ui : 〈N1,N2〉IDi

Message 2:Ui → S: 〈N1,N2〉Bi

We make the following assumptions about the initial
state of the scheme to further analyze the proposed
scheme:

A.1: Ui |≡ ♯(N1)
A.2: S|≡ ♯(N2)

A.3: Ui |≡ (Ui
IDi
⇋S)

A.4: S|≡ (Ui
Bi
⇋S)

A.5: S|≡ (
Q
7−→S)

A.6: Ui |≡ S⇒ 〈N1,N2〉
A.7: S|≡Ui ⇒ 〈N1,N2〉
Based on the above-mentioned assumptions and rules

of BAN logic, we analyze the idealized form of the
proposed scheme and the main procedures of proof as
follows:

According to the message 1, we obtain:
S⊳ {〈ID i,N1,SIDi〉Bi}Q.
According to the assumption A.5 and the message

meaning rule, we obtain:
S⊳ 〈ID i,N1,SIDi〉Bi .
According to the assumption A.4 and the message

meaning rule, we obtain:
S|≡Ui |∼ 〈ID i ,N1,SIDi〉.
According to the jurisdiction rule, we obtain:
S|≡Ui |∼ ID i .
According to the message 2, we obtain:
Ui ⊳ 〈N1,N2〉IDi .
According to the assumption A.3 and the

message-meaning rule, we obtain:
Ui |≡ S|∼ 〈N1,N2〉.
According to the assumption A.1 and the freshness-

conjuncatenation rule, we obtain:
Ui |≡ ♯(〈N1,N2〉).
According to Ui |≡ S |∼ 〈N1,N2〉 and the nonce

verification rule, we obtain:
Ui |≡ S|≡ 〈N1,N2〉.
According to the assumption A.6 and the jurisdiction

rule, we obtain:
Ui |≡ 〈N1,N2〉.
According to the jurisdiction rule, we obtain:
Ui |≡ N2.
According toSK= H(N1‖N2), we obtain:

Ui |≡ (Ui
SK
←→S) (Goal 1).

According to the message 3, we obtain:
S⊳ 〈N1,N2〉Bi .
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According to the assumption A.4 and the
message-meaning rule, we obtain:

S|≡Ui |∼ 〈N1,N2〉.
According to the assumption A.2 and the freshness-

conjuncatenation rule, we obtain:
S|≡ ♯(〈N1,N2〉).
According to S |≡ Ui |∼ 〈N1,N2〉 and the nonce

verification rule, we obtain:
S|≡Ui |≡ 〈N1,N2〉.
According to the assumption A.7 and the jurisdiction

rule, we obtain:
S|≡ 〈N1,N2〉.
According to the jurisdiction rule, we obtain:
S|≡ N1.
According toSK= H(N1‖N2), we obtain:

S|≡ (Ui
SK
←→S) (Goal 2).

5.2 Discussion on the possible attacks

In the following, we analyze the security of the proposed
scheme and show that it can resist different types of attacks
and provides user anonymity.

5.2.1 User anonymity

Consider an adversary interceptsUi ’s login request
message{m,n}, he/she tries to retrieve any static
parameter from these parameters. Here, it is infeasible for
the adversary to retrieve(ID i‖Bi‖N1‖SIDi) from {m,n}
without the secret keys of S. Furthermore,{m,n} are
session-variant due to the randomness ofN1, k. Hence,
our proposed scheme can achieve user anonymity.

5.2.2 Off-line password guessing attack

Off-line password guessing attack means that the
adversary can employ the revealed secret values stored in
the smart card to guess the password of a specific user. If
the attacker reveals the information{bi,Ai ,SIDi,R}
stored inUi ’s smart card, whereR = r ⊕ H(ID i‖PWi),
Ai = H(ID i‖H(r ⊕PWi)) ·P. It is hard for the adversary
to retrieveID i , PWi due to he/she needs to guess them
simultaneously. Passwords are usually composed of digits
and English letters. As pointed out in [7], the probability
to guess a correct password or an identity composed of
exactn characters approximates1

26n . If the length ofr is m
bits (in our scheme,m = 160), the probability to guess
correctID i , PWi andr at the same time is approximately

1
212n+160, which is very negligible.

5.2.3 Impersonation attack

An adversary can obtainbi = Es(H(ID i)‖SIDi)⊕
H(r ⊕ PWi), which is stored inUi ’s smart card. Then,

he/she needs to forge a valid login request{m,n}, which
are generated by
(ID i‖Bi‖N1‖SIDi) = (ID i‖Es(H(ID i)‖SIDi)‖N1‖SIDi).
Nevertheless, it is impossible for the adversary to
compute them without password and identity ofUi .
Moreover, we have demonstrated that our scheme
achieves the security of identity and password in the
above. Thus, the attacker cannot forge the valid login
request to impersonateUi .

5.2.4 Server spoofing attack

In this attack, the adversary may try to reply a legal
mutual authentication message to cheat users. However, it
is impossible for an attacker to launch server spoofing
attack to cheat users in the proposed scheme, because
he/she cannot getN1 and ID i from the login request
{m,n} of Ui to compute a valid response message{α,β}
without knowing the master secret keys. Moreover, the
attacker cannot calculate the session keySK= H(N1‖N2).
Therefore, the proposed scheme can resist server spoofing
attack.

5.2.5 DoS attack

CAPTCHA technique is used in our proposed scheme
which makes the malicious attacker cannot use the early
message to launch DoS attack. When users login in the
remote serverS, they must replyS an answer responding
to the CAPTCHA puzzle. However, these puzzles are
difficult for computers to solve, so the DoS attack which
launched by computers is resisted effectively.

5.2.6 Replay attack

The replay attack is a form of network attack in which a
valid data transmission is maliciously or fraudulently
repeated or delayed. We assume an adversary re-submits
the login request message{m,n} to S, and he/she can get
the reply message{α,β} from S. Since the adversary
does not knowN1 and the fresh random valueN2, he/she
cannot compute the valid responding message
γ = H(Bi‖N1‖N2). Therefore, our scheme can withstand
replay attack.

5.2.7 Man-in-the-middle attack

Man-in-the-middle attack means that an active attacker
intercepts the exchanged messages to masquerade the
server or the user to obtain sensitive information.
Nevertheless, in the proposed scheme, the attacker is
unable to generate the validm, n which results in failure
to achieve server authentication without knowledge of
Ui ’s identity ID i and passwordPWi . Also, the attacker
could not generate the correctα andβ due to lack of the
master secret keys.
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Table 2: Comparisons of related works
Wang et al. [21] Chang et al. [3] Ours

F1 Yes No Yes
F2 Yes No Yes
F3 No No Yes
F4 No No Yes
F5 No No Yes
F6 No No Yes
F7 No No Yes

5.2.8 Known key security

After the mutual authentication, the user and the server
agree on a temporary session keySK. The known key
security means that it should make no difference on other
session keys even one session key is compromised. In the
proposed scheme, with the compromised session key
SK = H(N1‖N2), the adversary still cannot further
compromise other unexposed session keys due to the
randomness ofN1 andN2.

6 Performance analysis

(1) We compare the performance of the proposed scheme
with other schemes due to Wang et al.’s [21] and Chang et
al.’s [3]. We summarize the comparisons of the related
works in the Table II. We consider the following
functional requirements of a robust password based
authentication scheme: F1: The password can be chosen
and changed freely by the clients; F2: The scheme can
provide the mutual authentication with the session key
agreement; F3: The scheme should achieve user
anonymity; F4: The scheme does not have a serious
time-synchronization problem; F5: The prevention of
off-line password guessing attack; F6: The prevention of
impersonation attack; F7: The prevention of server
spoofing attack.

As is demonstrated in Table 2, Wang et al.’s scheme
cannot satisfy the criteriion F3-F7 and Chang et al.’s
scheme cannot satisfy any criteria list in Table 2. While
our proposed scheme can achieve all of essential criterion
F1-F7. Thus, our scheme provides the higher security
strength and the more security functionalities than other
related schemes.

(2)Typically, We define the notationTH as the time
complexity of the hash function computation;Tsym is
defined as the time complexity of the symmetric
encryption/decryption;Tmul indicates the time complexity
of modular multiplications. Due to the exclusion-OR
operation and string concatenation operation require very
few computations, we usually neglect considering their
computation cost. We also definei is the length of one
parameter in the transmitted messages, such as the length
of {m} is i and the length of{m,n} is 2i. Under the above
assumptions, we summarize the solution of comparisons
of computation and communication cost in Table 3.

Table 3: Comparisons of related works
Wang et al. [21] Chang et al. [3] Ours

P1 3TH 5TH 5TH+3Tmul
P2 3TH 5TH 3TH+Tsym
C1 6i 6i 5i

P1: the computation cost of the smart card;
P2: the computation cost of the server;

C1: the communication cost betweenUi andS.

From the comparisons, we can find that the
computation cost of our proposed scheme is slightly
higher than the other two schemes. Nevertheless, these
two schemes are insecure and our scheme can satisfy
more admired criterion.

From Table 3, it can be seen that the communication
cost of our proposed scheme betweenUi andS is 5i. While
Wang et al.’s and Chang et al.’s schemes require 6i. As a
result, our scheme is more efficient than Wang et al.’s and
Chang et al.’s schemes in the communication cost.

7 Conclusion

In this paper, we analyzed Chang et al.’s remote
authentication scheme with smart card and showed that
their scheme suffered from off-line password guessing
attack, impersonation attack, server spoofing attack and
failed to preserve user untraceability. In order to rectify
the aforementioned security flaws, we then proposed a
new scheme using CAPTCHA technique. The security
and performance analysis demonstrated that our presented
scheme satisfied more admired criterion and thus our
scheme was more secure and suitable for practical
application environment.
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